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Executive Summary 

Wyoming is one of 34 states and territories awarded a subcontract with the U.S. 

Department of Health and Human Services Agency for Healthcare Research and Quality through 

RTI International, Inc. (RTI) to address privacy and security policy questions affecting the 

interoperable exchange of electronic health information among the numerous organizations that 

make up the health care community.  The Health Information Security and Privacy Collaboration 

(HISPC) project is designed to identify variations in privacy and security practices and laws 

affecting electronic information exchange; develop best practices and propose solutions to 

address identified challenges; and increase expertise about health information privacy and 

security protection in communities. The Wyoming HISPC project (the ―project‖) will also 

produce an implementation plan for the solutions identified in the analysis. 

This report represents the project‘s interim assessment of variations in Wyoming‘s 

organization-level business policies and practices and identification of significant issues and 

barriers in the exchange of health information.  The project has met with ninety stakeholders to 

date, and each new session brings more essential information to assess Wyoming‘s processes for 

exchanging health information.  While Wyoming has very few examples of electronic health 

records (EHRs), stakeholders have identified significant issues regarding health information 

exchange in general and barriers to an electronic health information system in particular.   

When the issue of an electronic medical records system is discussed, the central concern 

of Wyoming stakeholders is cost.  Many of the small hospitals and clinics simply cannot afford 

the infrastructure needed to implement an EHR, and organizations that can afford EHRs are 

hesitant to purchase them.  Interoperability and technology obsolescence are a key concerns.  

Many stakeholders have concerns about investing in systems that will be outdated in a few years 

or unable to communicate with other systems.   

Another major issue uncovered is the regional nature of Wyoming‘s healthcare.  Because 

over thirty percent of Wyoming‘s healthcare is delivered outside the state, many stakeholders 

view any type of statewide EHR as inadequate.  However, these regional concerns must be 

balanced with a strong state-centered attitude identified among many stakeholders.  According to 

these statistics, the quality of healthcare in Wyoming is directly related to the personalization and 

the caring that goes into the delivery of healthcare.  Stakeholders fear the security and privacy of 

healthcare information may be compromised if the current system, which relies heavily on  

personally and professionally knowing the individual on the other end of the phone, is replaced 

with an impersonal, electronic system.   

The legal and practical issues surrounding re-disclosure of medical records, whether 

paper or electronic, were also a major topic of discussion.  Much confusion and misinformation 

on the subject, has led many stakeholders to release information much more conservatively than 

legally required for fear of potential lawsuits involving wrongful disclosure.  Furthermore, this 

culture of fear leads many healthcare professionals to release incomplete medical records, 

because they believe they cannot re-disclose another provider‘s records.  There is particular 

confusion regarding mental health and substance abuse records, the relationship between 

healthcare providers and law enforcement, the legal procedure for blood alcohol testing, and 

others.   
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1.0 Background and Purpose 

1.1 

1.2 

1.3 
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2.0 Assessment of Variation  

2.1 Methodology Section 

 

Given its vast landscape and sparse population, Wyoming provides a unique 

environment for the study of health information exchange.  Wyoming comprises  97,814 

square miles and has a total population of 509,234, resulting in a density of 

approximately 5 people per square mile.
1
  Over two-thirds of the population live in rural 

areas.  The frontier nature of the state necessitates a significant amount of travel from its 

citizens—both interstate and intrastate—to receive the healthcare they need.   

Clearly, one issue in providing adequate health care for Wyoming‘s residents is 

developing support for the exchange of health information among providers in various 

geographic locations.  The paucity of healthcare facilities within Wyoming creates a 

special need to consider health information exchange systems that would cross state 

boundaries.  Wyoming has fewer than 30 hospitals, only two of which have over one 

hundred beds.  No hospitals qualify for Level I Trauma Designation and no specialty 

hospitals exist at this time.  Wyoming only has eight ambulatory surgical centers.  

Specialty medical centers exist in all the states bordering Wyoming, including Colorado, 

Nebraska, Utah, Montana, Idaho and South Dakota.  Consequently, up to thirty percent of 

Wyomingites receive health care in other states.   

 

Stakeholder recruiting 

To assess the variations in organization-level business practices specific to health 

information exchange and the legal foundations supporting these practices,  the Wyoming 

Health Information Security and Privacy Collaboration (WyoHISPC) project team 

collected information from representative samples of a variety of stakeholders in the 

state.  Stakeholders were recruited through a variety of methods.  The University of 

Wyoming News Service was utilized to distribute a press release to newspapers 

throughout the state.  This press release introduced Wyoming‘s healthcare community to 

the project and provided a few contacts around the state.  Wyoming‘s Regional Helath 

Information Organization —the WYHIO—is the WyoHISPC‘s steering committee.  This 

group identified a list of potential stakeholders for the Variations and Legal Working 

Groups which were asked to participate in upcoming workgroups.  The project also used 

personal contacts of members of the WYHIO, workgroup chairs, and of those 

stakeholders already committed to participating in workgroups, to contact more potential 

workgroup participants. 

The most useful method for attracting workgroup participants, however, was via 

email. A state scan was conducted by contacting town clerks via email and phone and 

through use of the ―Pathways Plus‖ online database, maintained by the Wyoming 

Institute for Disabilities at the University of Wyoming.  The database consists of 3,400 

human service institutions throughout Wyoming, and is designed to keep Wyoming 

health care professionals connected.  Contact information available on the database was 

utilized to send letters inviting individuals to participate in workgroups.  Hospital 

directories and state and federal government websites were also scanned for email 

                                                 
1
 http://eadiv.state.wy.us/Wy_facts/facts06.pdf 
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addresses to send invitations.  In all, roughly 300 invitations were sent via email to 

potential stakeholders and institutions. 

Letter and email invitations were followed with  phone calls to those who had 

expressed interest in the project, ,producing a substantial sample of stakeholders from 

around the state.  Workgroups were convened at various locations around Wyoming.  

Numerous workgroups were held in the two major urban centers—Casper and Cheyenne.  

Workgroups were also held in rural areas throughout the state, including Laramie, 

Buffalo and at Fort Washakie, on the Wind River Indian Reservation.  In addition to on-

site workgroups, the project also held several teleconferences with stakeholders unable to 

attend in-person meetings.  The teleconferences were very useful for reaching busy 

healthcare professionals located in isolated areas of this state.  More than twenty-six 

workgroups were conducted with information obtained from over sixty stakeholders.   

The workgroups varied in number of stakeholders attending, as well as type and 

extent of stakeholder expertise in healthcare.  For example, the largest workgroup 

consisted of ten stakeholders representing several types of health care professionals—

including a hospice nurse from one of the most rural communities in the state and a 

pharmacist in one of the largest cities in Wyoming.  When a workgroup was larger in size 

and more heterogeneous in expertise, the project team found it much more difficult to 

facilitate and extract relevant information.  Smaller and more homogeneous workgroups 

were much more rewarding in quantity and quality of information obtained.  Primary and 

specialty care practitioners, hospital administrators, privacy officers, information 

technology managers, pharmacists, attorneys, insurance administrators, hospice staff, 

nurses, physicians, health clinic directors and administrators, police officers, chief 

information officers, medical records personnel, epidemiologists and many others 

participated in the workgroup sessions.  The ability to pull together such a wide range of 

professionals—from nurses to administrators—provided a variety of perspectives on 

electronic health records, especially concerning system barriers and perceptions of best 

practice. 

 

Workgroup management 

Prior to workgroup meetings, all workgroup participants received a scenario 

packet highlighting scenarios for that particular workgroup.  In many cases this method 

worked well, giving participants time to prepare notes and ask about their organization‘s 

policies and procedures.  However, more often than not, the busy schedules of these 

professionals did not permit them to prepare much before the workgroup met.  In this 

case, scenarios were read aloud at the meeting and participants asked to talk about their 

practices.  Sessions were recorded with a digital voice recorder to ensure accuracy of 

input (stakeholders signed a voice-recording waiver) and stakeholders‘ comments were 

entered into a laptop computer.  Using the written notes and voice recordings, the project 

uploaded the business practices from each workgroup into the assessment tool.  Given the 

enormous amount of information covered in the brief workgroup meetings,on several 

occasions emails and phone calls were sent to clarify stakeholder comments.   

In addition to the information given verbally at the workgroups, stakeholders were 

invited to email their business practices to the project team.  However, given the time 

needed to provide such detailed information, only a few business practices were 

submitted.    
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The Legal Workgroups have had an opportunity to review the scenarios, but have 

yet to extensively consider the findings from the Variations Workgroups.  Since data 

from the Variations Workgroups is still being collected,the Legal Workgroups will 

analyze these findings at a later date.   

Similarly, the findings from the Variations Workgroups have not been shared and 

vetted by a broader range of stakeholder groups.  Once project team has completed data 

gathering and analysis, this information will be results will be available for review by the 

WYHIO, the Wyoming State Board of Pharmacy, the Wyoming Health Care 

Commission, and the Wyoming Department of Health, as well as by stakeholders who 

have not participated in the workgroups but represent a broader set of interests in 

information exchange.  A website will be created for this process, with a unique page for 

each scenario containing the text of the scenario and a listing of the most commonly 

identified business practices from each Variations Workgroup.  The scenario page will 

also contain a ―mail to‖ link, allowing a the broader range of stakeholders to email their 

comments or to provide additional business practices not identified in the initial 

Variations Workgroups. 

Once this effort is completed, additional stakeholder workgroups will be asked to 

identify possible solutions to the barriers determined through this analysis and to develop 

plans for implementing solutions.  Findings and experiences the WyoHISPC project will 

be shared with other states participating in the HISPC projects from the Rocky Mountain 

region to identify common and/or missing practices and develop solutions to shared or 

regional barriers. 

 

 

 

 2.2 Summary of relevant findings/purposes for information exchange 

 2.3 Treatment (Scenarios 1–4) 
2.3.a. Stakeholders 

Physicians, nurses, a chief information officer, a security and privacy officer, medical 

records personnel, pharmacists, homecare and hospice professionals, and nurse 

practitioners 

2.3.b Domains 

Information use and disclosure policies and user and entity authorization were 

clearly the predominant domains relating to scenario one.  The request for information is 

initiated by someone in the ER, most likely a doctor or a nurse, who would contact the 

sending institution (medical records department) via telephone.  If a doctor or a nurse is 

not available to make the request, a ward clerk would contact the other institution.  If 

personnel requesting the information does not recognize the voice on the other end of the 

phone, and for many organizations in Wyoming even if it is, the phone call is followed 

with a request by fax.  Most institutions seem to prefer to have something tangible to 

authenticate the request.   

Because the request for information is for treatment purposes, the request would 

be allowed under Health Information Portability and Accountability Act (HIPAA) 

without patient consent.  Also, because it is an emergent situation, the patient‘s consent is 
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not needed since—according to the scenario, she is ―very confused.‖  45 CFR 164.510 

provides for the use or disclosure because of the ―individual‘s incapacity or an 

emergency treatment circumstance.‖  An important factor, then, is whether or not the 

sending institution is a covered entity.  The only records that would not be available upon 

request would be psychotherapy note, which under 45 CFR 164.508 (a)(2), would require 

patient authorization.   

The sending institution is required by federal law—45 CFR 164.312—to 

―Implement technical policies and procedure for electronic information systems that 

maintain electronic protected health information to allow access only to those persons or 

software programs that have been granted access rights.‖  While very few institutions in 

Wyoming have electronic medical record systems, stakeholders have institutional policies 

and procedures in place to authorize access to medical records.  We have found that 

authorization for many of those institutions without electronic systems is done on the 

personal level.  For those institutions in Wyoming with electronic systems, access is only 

granted to providers who have been given training, as well as login access and passwords. 

Primary care providers tend to share these codes with office staff but generally, the 

systems have audit trail capabilities.   However, stakeholders indicate audits are only 

conducted in response to complaints.  In addition to federal law, there are Wyoming 

statutes that allow the release of health information without patient authorization—

Wyoming Hospital Records Act:  W.S. §35-2-609. 

Information transmission security or exchange protocols and patient 

authorization and access controls were the most commonly noted domains in scenario 

two.  HIPAA requires patient authorization for the release of protected health information 

(PHI).  Before the information would be released to the primary care provider, 

stakeholders noted that someone from the substance abuse treatment facility would be 

working very closely with the primary care provider—most likely by telephone—to 

determine exactly what information he/she needs.  The treatment facility would need to 

determine if the patient is actually a patient of the primary care provider or specialist.  

Judging by the input from stakeholders, there seems to be tentativeness concerning the 

release of alcohol and substance abuse records in Wyoming.  This attitude stresses taking 

every precaution when releasing this type of information.   

The Federal Drug and Alcohol Confidentiality Act—42 CFR Part 2—requires  

written authorization by the patient prior to the release of substance abuse and alcohol 

related information, a practice that stakeholders confirmed.  Moreover, 42 CFR Part 2 

prohibits the provider from re-disclosing the information to a specialist without written 

authorization by the patient.  One stakeholder mentioned that their organization preferred 

written requests, because they leave a paper trail—―it makes things cleaner.‖  Once 

patient authorization is obtained, one stakeholder noted that ninety percent of their 

substance abuse records are faxed.  There was discussion concerning the use of  business 

associate agreements between the treatment facility and the provider to bypass the 

required written authorization of the patient to release the health information.  Our 

stakeholders mentioned that unless the substance abuse treatment facility and the 

provider, as well as the specialist, share information on a regular basis, then a business 

associate agreement is impractical here.     

Wyoming does have specific statutes addressing  patient authorization.  

According to W.S. §35-2-609, ―Disclosure without patient‘s authorization‖—―A hospital 
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may disclose health care information about a patient without the patient's authorization to 

the extent a recipient needs to know the information.‖  However, Wyoming does not have 

any statutes that discuss substance abuse treatment facilities specifically.   

Patient and provider identification and information authorization and access 

controls were the two domains that appeared most often when discussing scenario three.  

When a patient needs to be transferred from one facility to another, a process of 

requesting and accepting information proceeds.  The ―sending‖ healthcare facility 

receives a request for a patient transfer. Basic health information is then exchanged over 

the phone between clinicians and the patient is accepted or rejected. In the case of 

involvement of a home health nurse, he/she authenticates the transfer to the nursing home 

and the patient is accepted.  

Regarding information authorization and access controls, security training and 

authorizations are essential in most of our stakeholder organizations.  One stakeholder 

mentioned that all new employees must go through ―security awareness training,‖ and 

another noted that it was mandatory for their employees to complete HIPAA training on a 

yearly basis.  Typically, when a new physician is hired, a user name and password is 

assigned through the medical records department.  Commenting on the scenario, a few 

stakeholders mentioned that the very fact that Dr. X did not gain access to the EHR 

illustrates that the ―system is working.‖  Dr. X should not have access to that 

organization‘s medical records, because he has not gone through the requisite training.   

The process for granting access can include medical records departments using voice 

authorization or hospitals using web portals, but the most common mechanism for 

granting access is through the Information Technology (IT) department.  For a specific, 

one time request for access, the process is sent to the support desk, which would provide 

the user with a login and password.   

Stakeholders agree both Dr. X and the skilled nursing facility share responsibility 

to find a method of communication for the benefit of the patient.   

Stakeholders highlighted the need for Dr. X to have a business associate 

agreement with the offshore transcription service under federal law in compliance with 

45 CFR 164.504 (e).  Moreover, these standard business associate contracts must also 

comply with 45 CFR 164.314 (A) and  ―Implement administrative, physical, and 

technical safeguards that reasonably and appropriately protect the confidentiality, 

integrity, and availability of the electronic protected health information that it creates, 

receives, or transmits on behalf of the covered entity . . . ‖
2
 

Regarding Dr. X‘s use of an electronic signature, W.S. §40-21-107 (d) recognizes 

electronic signatures as legally binding.   

Scenario four deals primarily with the domains of information transmission 

security or exchange protocols and information use and disclosure policy.  Stakeholders 

had little issue with the exchange of the patient‘s medical records between the hospital 

and the clinic and noted HIPAA allows for this type of inter-state exchange for treatment 

purposes.  The transmission of the medical records, however, must be in accordance with 

federal law.  In other words, in terms of the HIV factor, W.S. § 35-4-130 treats HIV the 

same as other sexually transmitted diseases.  HIV record transmission must follow a 

                                                 
2
 The Legal Workgroup noted other federal laws that apply to this scenario: 45 CFR 164.308 a 3 i (administrative 

safeguards); 45 CFR 164.308 a 3 ii b (workforce clearance procedures); 45 CFR 164.310 c (workstation security); 

45 CFR 164.312 a 1 (technical safeguards); 45 CFR 164.312 a 1 (access controls). 
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―specific‖ request to authorize disclosure of HIV information to physician.  There are no 

federal requirements (HIPAA) dictating this practice, according to one attorney.  ―It is 

state by state.  While you have to comply with the law in both states to get a copy of the 

record, it should not be a problem because it is for treatment.‖  The HIV patient must 

give written consent to the physician, who, according to our stakeholders, usually assigns 

a nurse to this task.  Other issues follow similar protocol in Wyoming, including other 

STDs, substance abuse, psychiatric history, and hepatitis.   

Wyoming stakeholders rarely see a request for genetic records since all 

Wyoming‘s genetic testing is done out of state.  Because the deceased aunt‘s record is 

still protected information, any request for her information would have to be approved by 

the individual appointed to authorize those records.  However, if the niece‘s physician is 

requesting the genetic information from another physician for purposes of treatment, 

―there is some leeway.  If the niece is doing it personally, she couldn‘t get them under 

HIPAA,‖ according to one stakeholder.  One stakeholder mentioned that many people 

who have genetic testing done have it done specifically for their relatives, because breast 

cancer, for example, is likely to strike a relative down the line.  Thus, the aunt could have 

pre-authorized the release of this information.  However, depending upon which state you 

live in, there is an expiration of authorization under Wyoming law.   

 

2.3.c.   Critical Observations  

  

Beyond the relevant legal guidelines and business practices reported above, several key 

issues emerged from our workgroup sessions that reflect the daily working realities of 

each healthcare practice in Wyoming.  The following observations demonstrate the 

impact of health information exchange on the delivery healthcare in Wyoming.  

 

Staffing shortages.  Stakeholders consistently reported the negative impact that staffing 

shortages have on the ability to exchange health information, especially during hours 

after midnight.  Due to the lack of trained staff on duty, a ―formal‖ request cannot be 

made and/or completed until normal business hours.  There may only be a physician, 

registered nurse and nurse practitioner available to handle all staffing functions. Many of 

the small health facilities in Wyoming lack full 24-hour coverage in most areas.  One 

hospital has instituted an organization policy to effectively deal with this problem.  This 

organization has created an on-call position called Health Information Manager to ensure 

that someone is always available to release or request health information.  Other 

stakeholders called for a comprehensive manual of HIE best practices. However, there 

was concern over whether or not this could be done at a state level, as individual 

organization policies differ widely.   

 

Lack of training and knowledge.  Stakeholders reported that many facilities in the state, 

particularly small ones, lack knowledge about exact procedures and protocols for 

exchanging health information.  This is a major problem for Wyoming healthcare 

providers, especially during emergent situations when information is needed most. 

 

Requests for highly sensitive data.  Requests involving highly sensitive information, 

such as mental health, substance abuse, or sexually transmitted diseases, are 
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unambiguously perturbing for providers in this state.  Even with patient authorization or 

the consent his/her legally designated guardian, some organizations simply will not 

release the information.  Fear of disclosing information in Wyoming exists, especially 

when legal reprisal may result.  In the worst case, reluctance to provide mental health 

information can delay needed and appropriate care.  In other cases, the lack of  

information can complicate and/or limit the quality of needed care.  

 

Rapport with law enforcement.   The relationships between law enforcement and 

healthcare providers in Wyoming vary widely.  Some organizations have an extremely 

amiable relationship with law enforcement, while others have an exceptionally strained 

one.  According to one stakeholder, the relationship is so strained in one community that 

law enforcement refuse to seek care from the hospital.  Other stakeholders have reported 

that Wyoming is a rural state that has high levels of collaboration with law enforcement.  

―We rely upon one another in order to provide good care,‖ said one stakeholder.   As far 

as obtaining follow-up information after the patient enters the health facility, there seems 

to be an information feedback barrier.  Law enforcement tends to want follow-up 

information, but healthcare facilities, for one reason or another, do not supply it.    

 

Authorization.  In many cases, authorization to release information is based upon the 

personal knowledge of both parties involved in the transaction, including knowledge of 

the other person‘s position, professional competencies and reliability.  Stakeholders 

expressed concern about the loss of this personal interaction with the introduction of 

electronic health records.  However, stakeholders also detailed cases in which personal 

knowledge negatively affects health information exchanges, e.g., individuals tend to 

divulge more information when they personally know the other person, thereby 

undermining HIPAA‘s minimum necessary provision.  

 

 

Fragmentation.  A facility currently has access to a related facility‘s EHR. When a third 

party is treating a regional facility‘s patient, the regional cannot release the information 

that would facilitate treatment of its patient. The regional facility can also not access 

scanned documents (EKG, MRIs), nor can it see advanced directives for their patients.  

Obtaining approval to use this ―restricted‖ information they need requires formal, hard 

copy medical records procedures, versus utilizing the computer based information 

already at their fingertips. (I have no idea what this is talking about!) 

 

 

 

 

Lack of Collaboration and Mutual Respect.  A common complainr of stakeholders 

was the lack of a communal sensibility to healthcare.  To put it simply, providers in 

Wyoming simply do not work well together.  If core problem with the healthcare system 

is a lack of trust among providers, and this lack of trust and negatively affects the 

delivery of healthcare and health information exchange.  A good example of this is the 

relationship between physicians and mental health professionals in the state.  According 

to one stakeholder, ―a lot of physicians in Wyoming practice psychiatry when they 
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shouldn‘t.‖  This tendency may compound request and release of mental health 

information when a non-mental health professional has (1) restricted needed patient 

information and (2) made a questionable mental health diagnosis and possible treatment. 

 

Regional Exchanges.  State-to-state laws for releasing information can be a serious 

hindrance to information exchange.  Some states need more proof of the ―need‖ for 

information.  Proof typically requires an increased amount of time for authorizing the 

release, thus delaying patient care. 

 

Homecare Exchanges.  When homecare referrals are made they occasionally lack vital 

information, and may not provide the patient‘s correct address, full health status, or an 

accurate list of current medications.  Often, the only address given to homecare nurses is 

a P.O. Box, which necessitates further information requests and exchanges.  Once a 

patient is in homecare, requests for additional medical records can be complicated.  In 

many rural parts of Wyoming, homecare professionals work out of their cars when they 

are in the field.  There is a general lack of telecommunications connectivity in rural 

Wyoming, and at least in one community, ten nurses share one computer and email 

account.  Replies for information requests can take weeks to complete.  These problems 

are complicated by the lack of communication between providers.  For example, 

homecare is usually not informed when medications are changed, making the treatment 

and monitoring process very difficult and sometimes dangerous to the patient‘s well 

being. 

 

Substance Abuse.   Substance abuse and mental health records were a primary concern 

for providers.  According to one hospital attorney, a court ordered their hospital to 

physically separate clinical records from mental health and substance abuse records.  

Only qualified mental health and substance abuse professionals may access these records, 

e.g. an ER doctor is not allowed to view a patient‘s substance abuse records upon 

admittance to the emergency room.  Due to the potential for wrongful disclosure of 

highly sensitive personal information, there is clearly apprehension among providers 

about implementing EHRs in Wyoming.  However, we have also identified a call for 

―commonsense medical practice.‖  If an individual with substance abuse records enters 

an ER seeking treatment, asks one physician, ―wouldn‘t access to those records by all 

doctors only increase the quality of care delivered to the patient?‖  This is definitely an 

area of HIE that needs attention. 

 

Computer Literacy.  A practitioner‘s level of computer literacy can create issues of 

logon difficulties, reporting issues, or poor or limited use of the EHR system entirely. 

These issues tend to be worse with older practitioners. 

 

Outsourcing.  Standard issues of overseas outsourcing exist in Wyoming‘s health care 

sector, including confidentiality, secure transmissions, and communication/language 

issues.  One stakeholder provided the specific example of a Pakistani transcriber 

threatening to post all transcribed medical records on the Internet unless the transcriber‘s 

bill was paid.  One health organization is outsourcing the reading of some of their 

radiology films to Australia.  The offshore radiologist serves as a backup resource for 
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reviewing radiology.  The hospital receives completed readings within twenty minutes on 

the weekend and late at night.   

 

 

Incomplete Information.  There is no complete centralized pharmaceutical database in 

Wyoming.  Therefore, neither physicians nor pharmacists are typically able to go to a 

single source and determine all the medications a patient is taking.  The problem is worse 

for elderly patients, who often take many different medications and frequently cannot 

remember the brand or quantity they take.  Without this necessary information, providers‘ 

decision-making processes are compromised. 

 

Security.  Several organizations in Wyoming have begun using devices to bolster the 

security of medical records.  Key fobs are being used to secure authorization procedures 

to EHR and transcribing systems, and various organizations are considering the use of 

biometrics.  

 

Legal Issues.  Stakeholders were concerned about the legality of requesting genetic 

information, especially requests involving the deceased.  This is but one example of the 

legal intricacies identified surrounding health information exchange.   

 

 

2.4 Payment (Scenario 5) 

 
2.4.a.  Stakeholders 

Nurses, hospital medical records personnel, the administrator of a surgical center, a 

pharmacist, account executives for a health insurance company, a business owner/nursing 

consultant, a director of public health, and a registered health information administrator 

(RHIA). 

2.4.b.  Domains 

The most commonly observed domains within the payment scenario were user 

and entity authentication and information use and disclosure policy.   Regarding the 

former domain, hospitals in Wyoming seem to have a strict procedure for dealing with 

such requests from payers.  The stakeholders agreed that in a hospital, a request of the 

sort described in the scenario would go directly to a utilization review case manager.  

Hospitals often have their own utilization review (UR) personnel who are contracted out 

to insurance providers.  If there was a problem at that level, the request would be given to 

Health Information Management.  The stakeholders representing hospitals stressed the 

HIPAA guideline of ―minimum necessary.‖   The job of the Utilization Review is to 

make sure that insurance companies, for example, do not have access to portions of a 

patient‘s medical history that are irrelevant to the authorization of that particular 

payment.   
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 Stakeholders from an insurance company agreed with the hospital medical records 

staff that the request by a health plan‘s case manager would be processed by the 

hospital‘s ―Utilization Management Area‖—i.e. nurses, doctor support, or other medical 

staff.  However, the insurance executives elaborated further on this question.
3
  The 

Medical Director, or other designated lead for the UM area, would contact the Provider 

Relationship Representative and the Healthcare Information Support area.  Together 

these parties would work with the healthcare provider‘s office to determine whether 

access to the electronic health records can be provided to the case managers.   

According to the insurance executives, once access was agreed upon by the 

provider, the process would focus on security and privacy issues and identification of the 

administrative, physical and technical safeguards the case managers would need to 

comply with.  They would also focus on what confidentiality and non-disclosure 

agreements would be necessary to complete the request.   

The decision to grant access to the electronic health record system is made by the 

healthcare provider.  The health insurer would work with the provider to determine the 

scope and method of access so that it is granted in compliance with HIPAA privacy and 

security rules.  Every insurance employee  we spoke with, for example, has received 

training on privacy compliance and security awareness.    

Stakeholders also identified business practices that deal with information use and 

disclosure policy.  This is an important domain to have policies and procedures in place, 

because, as one stakeholder observed, ―if you don‘t provide the information, they won‘t 

pay for the services.‖  According to one stakeholder—a nurse and owner of a healthcare 

consulting firm—when someone seeks treatment from a hospital they are required to sign 

an Assignment of Benefits and Release of Information for Financial Use (consent to treat, 

financial disclosure, and acknowledgement to bill insurance).  The insurance company 

requests the patient‘s medical records from the hospital‘s medical records department, 

who would in turn copy the relevant information and send it via mail with receipt 

requested.  However, the stakeholders stressed only the records for that particular visit 

would be sent to the insurance company, based on ICD-9 and CPT-4.   

One regional health information administrator informed us about their use of 

electronic health records.  Depending upon the requesting insurance company, it is often 

easier to ―snail mail‖ the records than to fax up to sixty pages of information.  However, 

some carriers do have access to their EHRs.  In such a situation, the provider 

(information help desk) would give the insurance company a login and password for a 

one time access to that particular patient‘s record.  There seemed to be a consensus 

among the stakeholders that providing a third party with full access to an electronic 

health record was not something that their organization was prepared to do.   

When health information is requested by an insurance company, the director of a 

community clinic noted that it is the policy of their organization to only release relevant 

information.  For example, their organization would not release clinician progress reports.  

Once they have determined what information is relevant, they fax or mail the information 

to the requesting institution.    

                                                 
3
 The insurance company, interestingly, came to the workgroup more prepared than any other stakeholder groups.  

They noted that they had their ―team‖ working on the scenarios, which indicates their level of resources and time.  

One of the barriers to this project in Wyoming is getting healthcare professionals to participate.  The most common 

response is that, while they support what we are doing, they simply do not have the time or resources to participate.   
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2.4.c.  Critical Observations 

 

Insurance Protections.  Most stakeholders indicate that a barrier to seriously limit the 

amount of information provided to insurance companies is necessary.  If access is 

provided into a healthcare facility‘s EHR, there must be carefully defined limits—

perhaps via the Health Information Manager (HIM) or a designee—to prevent any kind 

of data ―mining‖ by insurance companies or other entities. 

 

Ethics Committees.  Several hospitals in Wyoming have their own ethics committees, 

and these committees were identified as an indispensable health information tool. 

Hospitals have their own Utilization Review staff.  If an issue cannot be resolved, it is 

turned over to the ethics committee.  The ethics committee is comprised of 

administration, community members, physicians and pastoral care.  The committee is 

mostly volunteer, yet is expected to know local as well as national issues.  

 

Minimum Necessary.  Minimum Necessary under HIPAA is always the rule of thumb 

for these types of information requests.  Hospital legal staffs typically advise their clients, 

―if you are unsure, don‘t disclose.‖  Information that is provided to an insurance company 

is for a certain date and in conjunction with specific ICD9 and CPT4 codes.  The bottom 

line is that if an insurance company does not get all it ―legitimately‖ requests, it will 

probably not pay the claim.  The use of an independent Patient Advocate can be very 

important for these situations. 

 

 

 

2.5 RHIO (Scenario 6) 

2.5.a. Stakeholders 

A physician, the Chief Operating Officer of insurance company, insurance executives, 

attorneys, and member of Wyoming‘s RHIO 

   
2.5.b. Domains 

The critical domain identified for this scenario was Information authorization 

and access controls.  According to a physician, medical records—particularly the 

hospital‘s patient education department—would handle this type of request directly.  

Most stakeholders agreed that the providing institution would have to obtain specific 

patient consent for the release of patient identifiable health information.  However, the 

stakeholders also agreed that there are very few circumstances where patient identifiable 

information is needed to do this type of research, and some went as far as saying that 

patient identifiable information is never released to these organizations.  In most 

situations, when a patient is admitted to the hospital, the patient would sign an agreement 

stating that the hospital can release quantitative, anonymous data.  Moreover, a contract is 

in place between the research organization and the hospital prior to the exchange of 

information.  If there were to be an exchange between the provider and the RHIO, a 
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business associate agreement—set up through administration and patient education—

would have to be in place prior to releasing any information.   

The stakeholders did not see a problem with releasing de-identified, aggregated 

health information if the data would be used for the improvement of health care, and 

HIPAA allows for this type of healthcare research.  According to an insurance executive, 

one of the main barriers to this type of research is the patient‘s reluctance to participate—

their customers do not even like to give their social security numbers to their health 

insurance provider, let alone handing over all their health information to some ―other‖ 

entity. Providing either identifiable or unidentifiable patient health information is a 

―political hot potato.‖  According to one stakeholder, this kind of research ―would never 

fly in this state.‖  However, another stakeholder, one who is currently a member of 

Wyoming‘s RHIO, mentioned that there would be greater acceptance of participation in 

such a study if individual providers to participate rather than individuals, especially if it 

the research to promote an electronic health record.   

One of the barriers we found when discussing this scenarios was the stakeholders‘ 

overall lack of knowledge regarding Wyoming‘s RHIO, the WYHIO.  The WYHIO was 

only established in 2005, so the stakeholders know little about its activities.  Having little 

information or experience with such an entity, many of our stakeholders did not feel 

comfortable providing such large amounts of sensitive data to it.  One stakeholder, a 

hospital attorney, went a step further and gave a critical assessment of the direction of the 

WHIO.  According to this stakeholder, the WYHIO has been focusing much of its 

attention at intrastate issues.  However, because so much of Wyoming‘s healthcare leaves 

the state—up to thirty percent by some estimates—state boundaries are immaterial and 

counterproductive.  Wyoming needs a regional system, one which will be able to 

exchange information with Denver, Salt Lake City, and Billings.   

 

2.5.c. Critical Observations  
 

 

Contracts.  It is important to verify that a contract must be in place prior to the contact 

involving an information request.  Connections and relationships must be formed to 

facilitate an information exchange later in the process 

 

RHIO.  Most stakeholders have not been presented with this scenario, because the RHIO 

concept is relatively new in Wyoming (the WyHIO was created in 2005).  The general 

response, however, is that entities would provide no personal, identifiable information.  

―We must have a business associate agreement with the RHIO,‖ said one stakeholder. 

The patient‘s name is never used.  The process is simply number crunching.  Another 

stakeholder stated, ―when a patient is enrolled in this hospital, they sign an agreement 

that says they authorize releasing this type of quantitative, anonymous data.‖  

 

 

Clinician/Physician Concerns.  There was much apprehension about how data will be 

interpreted and used for quality assessment.  Quantitative Data can often penalize good 

practitioners who treat ―difficult‖ patients. As some physicians tend to handle the 

toughest patients, their numbers may not look very good comparatively.  Raw data does 
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not always consider qualitatively what the patient‘s actual status is, it does not illustrate a 

patient‘s reluctance to accept recommendations or treatments, and thus does not 

adequately demonstrate a patient‘s may actual treatment.  For example, in many rural 

settings patients almost never come in for ―treatment‖ for diabetes.  They will come in 

only when they are really sick or seriously injured.   Therefore, their diabetes treatment is 

episodic, at best, and statistics on those patients will not reflect well on the physician 

participating in this kind of RHIO study.   

 

Anonymity in Rural Wyoming.  A research stakeholder reflected that these types of 

RHIO studies were intended to be anonymous.  In reality, for very small, rural 

communities—very typical in Wyoming—regional data analysis could very often 

pinpoint particular practitioners. 

 

Quality of Care?  There were major concerns with how the quality in quality assessment 

is defined.  Stakeholders cited the current trend in healthcare of hospitals ―dumping‖ 

patients who could damage their statistical image due to the costliness of their care or 

their lack of insurance.  Many stakeholders were concerned that the focus on numbers 

will only work to decrease the quality of patient care. 

 

Patient-Centered Care.  A large insurance company is piloting a program that rewards 

physicians for their focused regular treatment and monitoring of diabetic patients.  

Indicators of weight, BP, etc., that show progress over a year, are recognized in their 

program.    

 

2.6 Research (Scenario 7) 

2.6.a. Stakeholders 

Attorneys, an epidemiologist, a member of the Wyoming Department of Health IRB, 

nurses, and medical records staff. 

2.6.b Domains 

Information transmission security or exchange protocols and Information use 

and disclosure policy were the dominant domains regarding the research data use 

scenario.  Few of our stakeholders have ever encountered a scenario such as this, because 

Wyoming does not have a medical school.  If there were to be a change to the original 

research authorized by the IRB, the principal investigator would return to the IRB and 

ask for a protocol amendment to extend the study for an additional six months and 

address issues regarding access to the raw data relating to the student‘s research, when 

the data would be destroyed, and the overall purpose of the project.  

In more general terms, this kind of research would necessitate gaining consent in 

writing from the legal parent or guardian of the minor involved in the research.  

Depending upon the study, the researcher would have to obtain consent from both the 

guardian and, if over thirteen years old, the child.  Information is faxed to the requesting 

organization with no identifiers attached. The patient is asked to sign a very specific 
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release detailing the exact specifics of the research project.  All identifiable information is 

blacked out before any outside entities see it. 
 

  2.6.c.  Critical Observations  

Wyoming does not have a medical school, so stakeholders have very little experience 

with this type of scenario.  However, stakeholders reported that their policies regarding 

research studies typically restrict them from using any patient identifiers.  

 

I think there is room to expand here. 

 

2.7 Law Enforcement (Scenario 8) 

 
2.7.a. Stakeholders 

Nurses, physicians, attorneys, consumers, police officers, and state government health 

officials. 

2.7.b. Domains 

Information use and disclosure policy is the main domain considered in this 

scenario. According to one attorney, ―the biggest tort we defend is wrongful disclosure of 

confidential medical information.‖  Under Wyoming law,  must consent for a Blood 

Alcohol to be drawn by signing a release (Wyoming Statute 35-5-233;).  The draw must 

take place in front of law enforcement officer.  The law enforcement officer then takes 

the packaged blood to the state lab.  If the chain of custody/evidence is broken, the blood 

test may not be used as evidence in a trial case.  Blood work can be obtained from the 

hospital with a subpoena, and then the phlebotomist and nurse involved in drawing the 

blood must testify in court as to the chain of evidence.  Regarding the patients age in this 

scenario, if the patient is 18 or older the parents cannot review any part of the medical 

record without a signed release form from the patient, despite the fact that the patient is 

covered under their health insurance policy.   

According to one attorney, one of the main barriers regarding this scenario is that 

the HIPAA policies and state statutes are poorly crafted and use overly ambiguous 

language.  Consequently, his advice to hospitals is ―draw the blood, preserve the 

evidence, and deny requests to everyone.‖  It is easier and cheaper to deny access than to 

be caught up in a civil lawsuit for several years.  In short, he recommends to simply wait 

until the request for release is ordered by the courts.   

Another attorney agreed that the potential liability for wrongful disclosure has 

resulted in a general culture of fear.  He also advises law enforcement to obtain a search 

warrant before they request such information.  According to this stakeholder, they spend 

much time educating their opposition.  There seems to be various interpretations of the 
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law regarding this scenario, which is a major barrier when both sides believe they are in 

the right.   

 
2.7.c. Critical Observations  

Law enforcement.  Access to legal blood alcohol tests is a difficult and complex 

problem because of restrictive privacy and security requirements. Both the Variations 

Workgroups and the Legal Workgroups have discovered that in many cases search 

warrants, subpoenas, and/or other court orders are required to secure these tests critical to 

successful DUI and related prosecutions. Without an arrest or very obvious serious threat 

to public safety, such as bio-terrorism, more routine issues of law enforcement protecting 

the public safety are conflicting with standard hospital practices.  For example, delays in 

drawing a legal BA can seriously alter the accuracy of the suspect‘s condition.   

 

Education. Physicians usually try to counsel parents about the familial consequences of 

forced testing.  The physician counsels parents that ―trust‖ between them and their child 

is more important than discovering whether he/she is using drugs.  There are better ways 

to deal with these issues. 

 

2.8 Prescription Drug Use/Benefit (Scenarios 9 and 10) 

2.8.a. Stakeholders 

A Health Information Manager, VA medical records staff, nurse, a Director of Medical 

Records, a clinician, a VA Superintendent,  an ER physician, a family practice physician, 

an Intensive Care physician, community hospital staff, nursing home staff, a 

pharmacist/academician. 

2.8.b. Domains 

Information authorization and access controls and information use and 

disclosure policies is a subject that emerged often when discussing the pharmacy 

scenarios.  According to an insurance executive, when a change of a prescription is 

needed, a request (in letter form) for prior authorization is sent from a Pharmacy Benefit 

Manager (PBM) to provider directly in accordance with PBM privacy and security 

processes.  The provider‘s rationale for the alternative drug is sent to this company‘s 

pharmacy management review board for review.  The board consists of internal and 

external physicians and pharmacists who meet weekly.  According to this stakeholder, 

there are certain drugs that always require prior authorization.
4
     

If the prescribed medication is not on the formulary, the goal is to contact the 

provider and determine why they did not prescribe the preferred drug.  According to one 

                                                 
4
 During the discussion of PBMs, one stakeholder brought up some history behind the evolution of PBMs.  The 

Robinson-Patman Act was discussed in the context of entities using ―purchasing power‖ to secure competitive prices 

on pharmaceuticals.     



 

RTI International 

Privacy and Security Contract No. 290-05-0015 
18 

physician, the provider must obtain written consent from the patient authorizing release 

of patient health information for purposes of authorizing alternative medication. 

Eventually, according to one nurse consultant, the request has to go through the insurance 

company‘s authorization board.  This would all be done via phone, fax and standard mail, 

and could take up to three weeks to complete the process.  A key concern among our 

stakeholders is that the patient could be without proper medication throughout the 

authorization process.   

One stakeholder added a piece to the above business practice.  According to an 

insurance executive, the transaction would begin at the pharmacy level.  After receiving 

the prescription from the patient and observing that the medication is not covered under 

the patient‘s insurance, the pharmacist would call the prescribing physician and ask for a 

substitute drug.  If the doctor refuses to provide a substitute, the patient could pay for the 

drug and then appeal for payment directly to insurance company.  The appeal would 

require authorization from the provider, including rational for the alternate drugs.  At this 

point the insurance executive provided a key insight into the shortcomings of this system.  

The prescribing physician must send the insurance company documentation of the need 

to prescribe non-covered medication, but their reliance on office staff to send information 

can at times be a problem.  This insurance company often receives patient‘s entire 

medical history, including clinical psychologist notes.    

The fact that the patient is an employee of the hospital in scenario nine does 

matter, according to one of our stakeholders, a medical records professional.  At their 

organization, employees sign an agreement when they are hired that gives PBM rights to 

share their information.   

According to one insurance executive, ―this is a payment issue, not a HIPAA 

issue.‖  As long as the patient‘s psychotherapy notes were not involved, which they 

should not be, there should not be an issue here.  The stakeholders noted the HIPAA 

requirement of ―minimum necessary‖ at this point.  The hospital would have a business 

associate agreement with the PBM, which would be covered under federal code as noted 

above.   

The discussion of scenario ten revolved primarily around Information use and 

disclosure policies.  In general, our stakeholders noted that their organizations are very 

careful when dealing with their patient‘s health information, and it is a tendency within 

their organizational culture to ―overprotect.‖  One of our stakeholders, an attorney for an 

insurance company, noted that there would necessarily have to be a business associate 

between the PBM and Company A.  However, he was very clear on the point that there is 

no reason for the company assessing the prescription drug costs to have patient 

identifiable information.  A pharmacist agreed with this statement, adding that it is a 

violation of HIPAA to disclose such information without patient consent.  Others agreed 

with this assessment, saying that an aggregate of de-identified data would be sufficient to 

conduct this type of analysis.  The only information needed is the name of the 

prescription, the volume, and the price.   
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2.8.c. Critical Observations  

Exceptions.  The amount of time involved with exception requests for a medication not 

in a Pharmacy Benefit Manager‘s (PBM‘s) formulary was a real concern for Wyoming 

pharmacists.   Typically these requests require great amounts of time (2 -4 weeks) to 

negotiate, complete request, await approval, and, ultimately, actually provide patient with 

best choice of medication for his/her condition.  During 2 -4 week wait, the patient is 

usually not on the requested medication (unless it is purchased out of pocket), may be on 

existing less effective medication, or on a short-term alternative.  It is important to note 

that virtually all stakeholders strongly agree with the seriousness of this barrier. 

Most requests can be made online, by fax, or by mail.  Some companies allow 

phone calls which are typically limited to 9 – 5 EST.  For busy practitioners, they are not 

available during their own peak hours, making the request process extremely difficult.  At 

a regional facility, it takes 1-2 weeks to review then 7-10 days to get the medication from 

their national parent organization. 

 

Staffing Shortages.  Staffing shortages is a major concern for Wyoming stakeholders, 

and the fact that Wyoming has lost seven privately owned, local pharmacies in the past 

year is a great illustration of problem Wyoming faces in terms of maintaining a 

workforce that is knowledgeable about health information privacy and security.  

 

Transparency.  Stakeholders called for increased ―transparency‖ in the PBM bidding 

process.  This process greatly controls the expenditures of public and private dollars and 

is significantly promoting limited cost savings over quality patient care.  

 

Inadequate Information.   Pharmacists complained frequently that adequate information 

is not provided to them.  The way the exchange process is currently undertaken severely 

limits the pharmacists‘ treatment role, and, to make matters worse, there is no standard 

for information release.  The current system is fragmented one, and much time is wasted 

tracking down information that should have been provided initially.    

 

Wyoming Pharm-Assist.  One of the major concerns of stakeholders was the lack of 

collaboration between healthcare professionals.  ―Providers need to build trust amongst 

one another if health information exchange is truly going to work in electronic form,‖ 

said one stakeholder.  There are examples of this trust building in Wyoming.  The 

Wyoming Pharm-Assist program was recently created to find medically safe and 

effective alternative medications for patients with limited budgets.  Working closely with 

the patient‘s primary care provider, the program‘s pharmacists have been to save patients 

nearly $2,000 per year.  In a typical case, a patient with over $2,700/month in meds had 

their total bill reduced to $280/month.  Not only has this program resulted in cost savings, 

but also primary care providers have reported a positive improvement in patient health.  

Primary care providers have begun asking what it would take to have one of the 

pharmacists work with his office on a permanent basis. This is the kind of multi-

disciplinary training that Wyoming needs.   
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2.9 Healthcare Operations/Marketing (Scenarios 11 and 12) 

2.9.a. Stakeholders 

A director of a community clinic, attorneys, a pharmacist, and a director of medical 

records. 

2.9.b Domains 

The key issue for our stakeholders with scenario eleven was patient consent, or 

Information use and disclosure policy.  While most of our stakeholders have had little 

experience with such research, the consensus seemed to be that per HIPAA the patient 

has the right to opt out of any type of mailings and advertisements.  There seemed to be 

confusion among our stakeholders regarding whether or not patient identifiable data 

could be shared with the ―stand-alone rehab center.‖  Even though the DEF Medical 

Center is part of ABC Health Care, the fact that the rehab center is disconnected raises 

issues. 

Similarly, scenario twelve raised many of our stakeholders‘ eyebrows.  The main 

concern was patient consent for marketing purposes.  There is not a problem if the 

hospital releases de-identified data—Wyoming statute allows for this type of information 

release.   

Most hospital obstetric wards have forms that an individual signs upon admission, 

according to a hospital attorney.  ―Once the release is signed, there is no problem.‖  

However, another hospital attorney disagreed, arguing that HIPAA requires a valid 

release to specifically identify who the information is being released to.  In other words, 

the release form could not be an open-ended release for any and all marketing purposes.  

There would have to be a separate release for each individual company that the 

information would be released to. 

 

2.9.c. Critical Observations  

Data Mining.  Across the board, the biggest fear for stakeholders is that whoever is 

doing the survey can get patient information and use it for monetary gain.  Although this 

wholesale use of patient personal data has become a somewhat ―Universal Commercial 

Standard‖ in US commerce, in our workgroups the consistent feeling was that healthcare 

organizations should not use it for that purpose.   No participating stakeholders work in a 

health environment large enough to have this kind of internal marketing mechanism, but 

they were quick to note that business associate agreements must be in place to allow for 

this kind of third party contact of a facility‘s patients. 
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2.10 Public Health/Bioterrorism (Scenario 13) 

2.10.a. Stakeholders 

Clinicians, epidemiologists, attorneys, and consumers. 

2.10.b. Domains 

In the aim to protect the health of Wyoming communities, there is a diagnostic 

hub of public health support for health care providers and citizens of Wyoming. This hub 

is called the Wyoming Public Health Laboratory (WPHL). State law restrictions and 

Information use and disclosure policy are the domains addressed regarding Bioterrorism 

and health information exchange. The WPHL is the state‘s advanced-level diagnostic 

facility to alert physicians and epidemiologists to outbreaks, provide technical advice, 

recognize disease patterns and new pathogens.  The WPHL consists of specialized testing 

sections, including: chemical testing, microbiology testing, and the Bioterrorism 

Response Laboratories. 

The Bioterrorism Response Laboratory (BRL) is a comprehensive statewide 

laboratory response program that provides Wyoming with the infrastructure necessary to 

respond to bioterrorism threats and emerging infectious diseases. The Bioterrorism 

Response Laboratory is the only Biosafety Level 3 laboratory in the state that is CLIA 

regulated and capable of performing confirmatory testing for bioterrorism agents in 

humans. The BRL is a confirmatory level member of the Laboratory Response Network, 

a national coalition of laboratories with designated response capabilities working jointly 

with the Center for Disease Control and Prevention (CDC). This laboratory response 

program model ensures surge capacity for any disease outbreak and enhances the 

WPHL‘s ability to respond to emerging infectious diseases such as West Nile Virus and 

SARS.  

In Wyoming, the patient‘s physician who suspects anthrax sends a sample to the 

local (typically hospital) lab for testing.  State law requires ―mandatory reporting‖ of 

anthrax related information to the state department of health (there are 85 conditions and 

diseases that require mandatory reporting in Wyoming). If the state public health lab 

confirms the sample as anthrax, they would report the case to the state department of 

health. This is a rapid phone call situation. Next, either the state epidemiologist or the 

state health officer would call the Center for Disease Control emergency hotline and ask 

for the Bioterrorism Officer on duty and notifies them of the anthrax case. The state 

public health lab sends isolates to the CDC lab in Atlanta. 

The state public health department also contacts the Homeland Security Office if 

they suspect that the case is related to a bioterrorism event. The Homeland Security 

Office contacts the FBI and notifies them of the anthrax situation.  The FBI contacts the 

local authorities in the area being affected by the anthrax cases and notifies them of the 

situation.  If several cases are reported within a certain range, the state public health 

department would send out information regarding the event statewide via the Health Alert 

Network (HAN).  Information is faxed or emailed to all parties who need to know within 

the state.   
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The Emergency Operations Center is opened and notifies law enforcement and 

first responders.  The governor is told about the situation through the state medical 

director or homeland security officer and declares an emergency.  Alert status is assumed 

and top lawmakers in the state meet together to discuss the anthrax situation. 

The state public health department‘s public information officer works with the 

public information officer in each public health office locally around the state for press 

releases and public education announcements.  The state gives them the information to 

broadcast and information goes out through the local health departments. 

After being diagnosed with anthrax, the patient must report to the state 

epidemiologist.  State law requires that patients report to the state health department 

epidemiologist.  According to a state epidemiologist, while the state is exempt under 

HIPAA due to public health concerns, patient identifiers are only released on a need to 

know basis.  One stakeholder commented that this keeping the information secret in 

Wyoming is difficult because of the size of communities, and another remarked that in an 

emergent situation first responders need as much information as possible to provide the 

highest quality care and to protect themselves.  This disagreement is indicative of the 

overall mood toward such elements of homeland security in this state.  While one 

stakeholder argued that in such an emergency you have to weigh privacy rights with 

public health, another stated that you need to give the information and sort it out later.  

One of the key barriers in this scenario is leadership.  There seems to be tension between 

who is at the helm and when, and when does the organization in charge begin contacting 

others.  Inter-agency rivalries are clearly present in this state.    
 

2.10.c. Critical Observations  

Training.  There is a need for regional and statewide disaster training to develop and test 

the ability of critical coordination efforts.  Many Wyoming communities are doing 

various levels of disaster training, thus creating a higher level of awareness of what is 

needed to protect their citizens in various disaster settings.  Our stakeholders noted that 

these trainings truly heighten their knowledge of state and federal laws, including proper 

procedures for exchanging health information.   

 

Anthrax.  Non-airborne anthrax is reasonably common in Wyoming and is easily treated 

by knowledgeable clinicians with vaccines and medication.  

 

 

2.11 Employee Health (Scenario 14) 

2.11.a. Stakeholders 

Nurse, director of a community clinic, a hospital medical records director, VA facility 

director, and nursing consultant. 
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2.11.b. Domains 

Patient and provider identification and Information use and disclosure policy 

are the domains that strongly dealt with this scenario.  If an employee misses three days 

or more of work, the hospital mandates a physicians release to return. The EHR of the 

employee should not be reviewed by co-workers for any reason.  The only thing that 

should have to be stated on a doctor‘s note to an employer is ―the patient___ can return to 

work on ____date‖.  In other words, there should not be any mention of the purpose for 

the leave, and any discussion of the patient‘s medical history should absolutely not be 

shared with Human Resources.  Most of our stakeholders‘ organizations have a pre-

printed work release with room for one‘s name and the number of days requested off.  In 

other settings, a non-mandatory infection control form can be signed and some employers 

are supposed to ask ―what from‖ when an employee calls in sick.   

 
2.11.c. Critical Observations  

Providing too much information to an employer on a non-work related illness is not 

necessary and could negatively affect physician/patient relationship and future patient 

issues of trust.  The net affect would likely inhibit a patient ability to fully access his 

physician‘s services and resources. 

 

Issues: Sufficient information would be a Physician just saying ―the patient can return to 

work on (particular day)‖.  Several different stakeholders concurred with this approach. 

 

 

2.12 Public Health (Scenarios 15–17) 

2.12.a. Stakeholders 

Consumers, state government officials, epidemiologists, clinicians, hospital medical 

records staff, homecare and hospice professionals, a community clinic director, and a 

physician. 

2.12.b. Domains 

Information use and disclosure policy was the primary domain stressed by our 

stakeholders when discussing scenario fifteen.  The Wyoming Department of Health has 

one TB expert whose sole function is to track and monitor TB in the state, and in such an 

event that individual would take the lead.  The appropriate epidemiologist would begin 

follow-up and testing.  Several other departments and agencies would be contacted as 

well, including the state epidemiological unit, the county health departments, the 

licensing division, and the CDC.  Wyoming‘s system is set up for TB lab results to be 

automatically distributed to the state health department.   

There are public health exemptions under HIPAA that allow for such disclosures, 

and Wyoming has statutes on the books that allow for dealing with TB outbreaks.  The 

physician, by law, would contact the local health department, who, in turn, would contact 
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the state department of health.  The TB coordinator has legal authority to request 

information from the bus company to protect public health.  After contacting the bus 

company and obtaining the bus schedule and passenger list, the state TB coordinator 

would contact the TB coordinator in the state where the bus is presumed to be; it becomes 

the problem of the state where the bus is located.  Using the passenger list as a reference, 

the TB coordinator would contact all of the passengers‘ home-states.  One significant 

detail revealed at this point was that these TB experts—as well as other specific public 

health officials—know each other very well.  They attend the same conferences, and their 

rapport and personal knowledge of each other facilitates the resolution of public health 

emergencies.  After the bus is located, the state health department would contact 

everyone on the bus and conduct skin tests.  The difficulty is determining who meets the 

requirement for skin testing, because the bus has been through several states and made 

several stops.  Do you contact individuals at every stop and test them?  According to one 

stakeholder, there has to be a high level of interstate coordination to effectively deal with 

this problem.  State health departments in several states have to determine a consistent 

description or equation for determining who must be tested.  The fact that the TB is 

multi–drug resistant would make the state health departments more aggressive and more 

inclusive in their determinations.   

According to another stakeholder, patient identifiable information would only be 

released to the state health department where the bus was presently located, because they 

would be responsible for finding and treating the individual.  At that point, the particular 

state health department could release the patient identifiable information to the local 

health department.  All of this contact would be done by phone and fax in this state. 

Scenario sixteen was an interesting one for our stakeholders.  Very few could felt 

comfortable providing business practices for it.  One stakeholder, however, informed our 

team that Wyoming has state mandated newborn screening tests, including metabolic and 

hearing tests.  While the tests are state mandated (Wyoming statute 35-4-801), parents 

can refuse them.  Another interesting point is that the metabolic tests are all done out of 

state, mostly in Colorado.  The results of the tests go back to the patient‘s physician, but 

our stakeholders are not sure if the results are required to go to the state.  One stakeholder 

noted that any re-contact other than to the physician would be inappropriate.  It is the job 

of the physician to contact the registry.  Wyoming has a complex contract with a 

university in Colorado regarding this issue, according to one stakeholder.   

Regarding the voice recording aspect of scenario sixteen, our stakeholders did not 

feel comfortable with the fact that the results were available to a specialty center, because 

there was concern that the specialty center was not a covered entity.  Who has access to 

the phone system and how secure is the system were common questions from our 

stakeholders.  Furthermore, and more basic, was the concern that this type of registry 

would have to be voluntary.  In order to track their children over time, the state would 

have to obtain consent from the parents.   

Similarly, our stakeholders could offer little data on scenario seventeen.  What 

they could offer, however, dealt with the domain of Information use and disclosure 

policy.  First, Wyoming does not have any hospital affiliated drug clinics.  One 
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stakeholder took this opportunity to discuss the realm of substance abuse records in 

general.  According to this stakeholder, his organization has implemented a policy where 

all substance abuse records must be separated and in their EHR.  The hospital has two 

EHR systems, one specifically for substance abuse and mental health records.  This is 

major barrier, says the stakeholder, because the ER doctors do not have access to all the 

information needed to make a proper assessment of the patient.  ―Since when is mental 

well-being totally disconnected from physical well being,‖ asked the stakeholder.   

One area where our stakeholders were clear was on the process of disclosing 

information.  The primary care provider can provide the treatment clinic with patient 

information only after patient has signed a written release.  That goes for all releases of 

information.  Per HIPAA, the patient must authorize all released of substance abuse 

information—42 CFR part 2.  Our stakeholders also mentioned minimum necessary 

several times.   

 

2.12.c. Critical Observations 

MDR.  Discovering the MDR strain would make both state health departments more 

aggressive and more inclusive of the people who may have been contacted and who 

would need treatment. 

 

Active TB.  TB is not common in Wyoming, so there is only one person to contact.  His 

network includes other state coordinators, thus facilitating the multi-state process 

involved with this scenario. 

 

Multi-State Issues.  Interstate coordination is the major problem in this scenario.  The 

state health departments involved need to come up with a consistent approach to 

determine who must be tested. 

 

HIV.  There is no reason that anyone should be giving out information on the HIV 

patient involved in this scenario.  HIPAA defines that the treatment center cannot give 

information, nor should the homeless shelter receive this treatment information. The 

private/non-profit shelter cannot mandate in any way. 

 

2.13 State Government Oversight (Scenario 18) 

2.13.a. Stakeholders 

A director of a community clinic, attorneys, and a HIPAA compliance officer. 

2.13.b. Domains 

Information use and disclosure policy was central with this scenario.  According 

to an attorney, Wyoming is currently discussing and beginning to implement a multi-state 

immunization registry, which will consist of several states surrounding Wyoming and 
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will have its headquarters in Arizona.  Access to the registry would be limited, and there 

would be no reason for the governor to have access to it, especially in identifiable form—

minimum necessary under HIPAA was cited here.  Our stakeholders noted that 

information in aggregate form would not be a problem, but identifiable data would 

require consent of parents or guardians.   

Another stakeholder mentioned that a covered entity can disclose information to 

another covered entity if it is working to limit the same care from being delivered more 

than once.  This sort of program would require a contract between the state and the 

university—a business associate agreement is required by federal law.  One stakeholder 

raised the issue of whether or not its is legal for state programs to share this kind of 

information—can Medicare and Medicaid share patient identifiable information?   

A key problem with this scenario, according to one stakeholder, was that this is 

not a public health initiative.  The governor is not executing legislation, but he is taking 

―unilateral action.‖  ―The governor office is not a covered entity,‖ remarked another 

stakeholder.  Our stakeholders pointed out that there is no reason for the governor, nor 

the university, to have the information in identifiable form.  Both of those entities could 

conduct the same analysis with information in aggregate form.    

 

2.13.c. Critical Observations  

 

Business Associate Agreements.  There must be an existing contract between the state 

and the university for these kinds of services.  

 

State Programs.  It is not legal for state programs to share this kind of information, i.e. 

Medicare and Medicaid cannot share information.  For example, one stakeholder noted 

that when Medicaid data was needed to identify low income families to get them into a 

program where they can get discounts on pharmaceuticals, an IRB review and informed 

consent was required from patients.  

 

Minimum Necessary.  Depending on the data that they would like to share, the state has 

to determine what the minimum amount of information is necessary to complete the task 

at hand.    
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2.14 Summary of Critical Observations and Key Issues 

The sections above clearly identify the relevant legal guidelines and business 

practices driving each scenario.  The critical issues and barriers demonstrate the impact 

that the guidelines have on the actual daily working realities of healthcare professionals 

in Wyoming.  The culture of the particular health organization defines how it operates.  

That culture very much drives how each organization creates a balance of maintaining 

legal conformance while simultaneously providing the quality of services delivered and 

the high levels of caring.  According to many of our stakeholders, it is this mixture which 

creates what is perceived as our ―personalized approach to delivering health care in 

Wyoming.‖   

 

The glue that holds it all together is that personal connection that exists between 

and amongst most regional stakeholders.  There is a common culture of being committed 

to assuring the continuity of care for patients wherever they are being treated. Thus, there 

is a strong likelihood that sufficient information will be provided to assure that 

continuity. 

 

We talked to many healthcare professionals from around the state, and we 

gathered a plethora of information.  However, there were five issues that emerged as 

critical themes during our research.  They were: 

 

 Authentication 

 Timeliness 

 Completeness 

 Regionality 

 Training 

 

The issue of Authentication emerged frequently in our workgroups.  Validating 

the identity of the requesting party during the process of health information exchange is 

essential.  While all organizations had regulations dictating the proper procedure for 

authenticating a request for health information, typically involving faxing organization 

letterhead, many of our stakeholders argued that personal knowledge of the requesting 

party often factored in to their organization‘s authentication process.  Personal knowledge 

of the other person‘s professional competencies and reliability was important for 

stakeholders. Hence, the personal knowledge of healthcare professionals in a rural state 

oftentimes streamlines a health information request and likely enhances the care 

delivered.   

 

The Timeliness of health information requests was another recurring theme 

throughout our research.  Because there is not an interoperable electronic health 

information system in our state, requests for information can take a considerable amount 

of time, especially if the request comes after hours or on weekends.  The fact that more 

healthcare institutions in Wyoming are understaffed adds to the problem of obtaining 

information quickly.   
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Not only can health information requests take a significant amount of time, but a 

major problem facing our stakeholders is the Completeness of medical records.  Some 

institutions have electronic systems that separate substance abuse and mental health 

records from a patient‘s medical history, resulting in a fragmented medical record. 

Wyoming, however, is much more likely to experience incompleteness in paper records.  

Many stakeholders complained about receiving medical records that lack updated 

information, that are illegible, or that are incomplete in the sense that the sending 

institution failed to send the entire record.  This is a major concern among Wyoming‘s 

healthcare professionals. 

 

Our stakeholders also stressed Regionality when discussing health information 

exchange.  Because up to thirty percent of Wyoming‘s healthcare leaves the state, it is 

impractical to think of an electronic healthcare system that does not include that major 

metropolitan areas in the Rock Mountain region—metro Denver, Salt Lake City, and 

Billings.   

 

Finally, stakeholders emphasized the role of Training and how important 

knowledge is for health information exchange.  While many institutions are provide 

adequate training on security and privacy, most healthcare institutions in Wyoming are 

suffering from a lack of staff.  Because there is such a high turnover rate in most of the 

institutions we talked to, they have trouble maintaining a requisite knowledge base.  

Consequently, many stakeholders argue that they over interpret HIPAA for fear of legal 

reprisal.     

 

In addition to the five critical themes identified by our stakeholders throughout 

our discussions, they were also quick to point out potential solutions to the barriers of 

health information exchange in Wyoming.  Working with key hospital and healthcare 

attorneys, the state attorney general‘s office, state legislators, faculty members of the 

University of Wyoming, and local, county and state law enforcement officials, the early 

stages of the Solutions process has begun to unfold.  It became apparent while working 

together we can help to carefully define the balance of protecting patient and hospital 

rights with legitimate law enforcement needs to protect the public‘s health and safety.  

The potential solutions they identified include: 

 

According to a stakeholder representing law enforcement, mental health 

―advisories‖ might be possible in an interoperable EHR system in which a request to 

―advise on mental health related risks‖ could be entered, as in a Google-type search.  The 

results could alert law enforcement to potential problems.  The system could provide a 

one line ―potential mental health or substance abuse issue‖ for that individual and where 

that information was located.  Actual access to ―needed information‖ would require a 

public safety/mental health approved request likely handled by a staff member of the 

mental health/substance abuse treatment community. 

 

In some communities local law enforcement has created mutually beneficial 

relationships with local mental health providers.  During crisis situations, a skilled mental 

health professional can be available to provide assistance to the requesting officers. 
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3.0 Summary of Key Findings from the Assessment of Variation 
 

I. Cost 

II. Incentives to cooperate with state and federal laws/regulations governing HIE 

a. No enforcement of HIPAA (shield); general confusion about disclosure 

  

4.0 Introduction to Analysis of Solutions 
It is well known that quality of care, occurrence of medical errors, and efficiency and 

effectiveness of medical care practice can be improved through the use of an electronic health 

record (EHR).  The return on investment for implementing electronic records is well documented 

in the medical literature.
5,6  Many people believe they are important for medical reasons as well: 

William H. Frist, the former Majority Leader for the United States Senate, has campaigned for 

the adoption of EHRs due to their value in preserving patient safety (for example, nearly 7,000 

people die every year due to illegible prescriptions
7
).   

  

Another advantage of EHRs is that they present the opportunity to shift the focus of health care 

from repairing sick people to preventing individuals from getting sick in the first place—a shift 

from ―illness-centric‖ to ―patient-centric.‖
8
  According to the Centers for Disease Control and 

Prevention, ―A key strategy for addressing the risk factors [for heart disease and stroke, the first 

and fifth leading causes of death in Wyoming, respectively
9
] is to educate the public and health 

care practitioners about the importance of prevention.‖  This is done by putting evidence-based 

resources in the hands of both the provider and the consumer.  Furthermore, due to the dramatic 

rise in the number medical research studies being published over the past decade, it has become 

increasingly difficult for physicians to stay up to date.  EHRs provide the capacity to integrate 

evidence-based research and decision support tools into care.  Through automated analysis of the 

patient‘s characteristics, these systems have the capacity to provide evidence-based 

recommendations and best practices for both treating and preventing disease.  Not only will 

shifting the focus of health care to the patient rather than on the disease reduce the costs 

associated with health care, but, according to one Wyoming stakeholder, ―it will produce 

healthier individuals and therefore a healthier society.‖    

 

In addition to the preventive benefits that EHRs offer, there are many other benefits that need to 

be conveyed to consumers.  Former Speaker of the House Newt Gingrich recently gave 

testimony on the need for a national health information system to the Senate Committee on 

Commerce, Science and Transportation Subcommittee on Technology, Innovation and 

                                                 
5
 Wang, Samuel J. et al.  (April 1, 2003).  ―A Cost-Benefit Analysis of Electronic Medical Records in Primary 

Care.‖  The American Journal of Medicine.  
6
Hillestad, Richard, et al.  (September/October 2005).  ―Can Electronic Medical Record Systems Transform Health 

Care?  Potential Health Benefits, Savings, And Costs.  Health Affairs. 
7
 Frist, William H.  (2005, July 24).  ―Why We Must Invest in Electronic Medical Records.‖  San Francisco 

Chronicle. 
8
 Lacal, Jose.  (2006).  ―A Vision of Personalized Health Informatics.‖  IEEE-SA Health IT Standards Study Group.  

See http://grouper.ieee.org/groups/hit/PHI/IEEE_Study_Group_Health_IT_3.04.pdf.  

Lacal sketches a plan for an adoption of ―Personalized Health Informatics‖ (PHI).  It is a call for a fundamental shift 

in health care from Evidence-Based Medicine, which focuses on treating illness, to Evidence-Based Health, which 

focuses on best-practices to prevent illness. 
9
 See http://www.cdc.gov/nccdphp/publications/factsheets/ChronicDisease/wyoming.htm. 
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Competitiveness.  He argued for such a system on the grounds of ―national security.‖  According 

to Gingrich, 

 

A modernized, interconnected system could electronically monitor and automatically alert 

officials in an extreme disaster such as Hurricane Katrina, an avian flu pandemic, or a terrorist 

attack using a weapon of mass destruction.  Advanced expert systems could electronically track 

patient visits, their symptoms, and their conditions; direct scarce resources to where they are 

most needed; assess the effectiveness of response strategies in close to real time; support contact 

tracing for appropriate infectious diseases; determine the possible origins and causes of an 

outbreak; and capture other vital sources of data.  The earlier we can detect a public health crisis, 

the better the chance of containing and managing it and the better chance we have of saving lives 

and properly caring for those who need it.
10

 

 

However, for EHRs to be truly useful, there must be some mechanism by which information can 

be exchanged among separated and independent systems.  This is the primary driver behind the 

Health Information Security and Privacy Collaboration (HISPC) project, in which Wyoming and 

other states/territories are participating.  The goal of the HISPC project is to identify problems 

and solutions to the barriers caused by concerns over security and privacy in the development of 

health information exchange (HIE) technology. 

 

Unfortunately, Wyoming currently has relatively little infrastructure supporting large-scale HIE.  

Electronic health records are in use in several of Wyoming‘s health care facilities, but attempts to 

create infrastructure that would support interoperability among these and developing EHR 

systems have, by and large, been unsuccessful.  For example, the Wyoming Healthcare 

Commission (WYHCC) sought state funding in 2005 to implement a statewide interoperable 

EHR.  According to a 2005 study conducted by John Snow, Inc. to determine the costs of 

implementing a state-wide EHR in Wyoming, ―the three year startup costs for a Wyoming EHR 

Network are estimated at $77 million, with operational costs of approximately $13 million per 

year thereafter.‖
11

  State legislation in 2006 to authorize funding for this project did not pass.  In 

fact, the Senate Appropriations Committee cut the funding to $1.5 million to support an e-

prescribing initiative, but this was defeated on the first reading in the Senate.
12

   

 

Medicine Bow Technologies, Inc. in Laramie is carrying out a private-sector attempt to develop 

an interoperable EHR system.  This is a combined effort of a private hospital and the University 

of Wyoming‘s Technology Business Center.  Medicine Bow Technologies appears to be able to 

supply many hospitals with a hospital management-based electronic record system at a fairly low 

cost (estimated at $5,000-$6,000 per facility).  However, most hospitals and medical 

practitioners in the state have consistently expressed a strong aversion to sharing their medical 

data.  This can be especially true for hospitals that may see Medicine Bow‘s parent hospital as a 

competitor for patients.  

                                                 
10

 Gingrich, Newt.  (June 21, 2006).  ―Accelerating the Adoption of Health Information Technology.‖ Congressional 

Quarterly. 
11

 ―Final Report to the Wyoming Healthcare Commission, Information Technology Technical Management 

Subcommittee on Developing a Wyoming Health Records Network.‖  John Snow, Inc., p.10.  For the report in its 

entirety see: http://www.wyominghealthcarecommission.org/_pdfs/EHR_study.pdf. 
12

 See the Wyoming Medical Society Web page for further analysis: http://www.wyomed.org/leg_reg.htm. 
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The Wyoming HISPC project is aimed at understanding such concerns about interoperable health 

information systems from the perspective of security and privacy.  We have been most fortunate 

to have reached key stakeholders in a broad variety of categories.  Those stakeholders have 

consistently come to the table with a candid and open approach to the discussion, resulting in 

input which has significant relevance to our project objectives and goals.  Many stakeholders‘ 

participation was based on the premise that the project would not produce another ―study that 

would gather dust on a shelf.‖  Therefore, the project staff‘s commitment from the start was to 

make every effort to take the HISPC project into a meaningful implementation phase. 

 

During the Variations and Legal Assessment phases of the project, stakeholders identified 

specific and relevant issues and barriers.  Many of those stakeholders simultaneously identified 

solutions specific to those issues and barriers that each of them had raised.   Now, in the project‘s 

Solutions phase, the candor and honesty levels of stakeholders have noticeably increased, 

resulting in proposed solutions that have gone past merely addressing the ―symptoms‖ of the 

issues/problems raised.  In many instances, stakeholders have looked very clearly and 

comprehensively at some of the most significant root causes of the various issues, barriers and 

problems identified. 

 

A significant number of Wyoming stakeholders have a keen awareness of the unique qualities 

and conditions of our state. Specifically, they are well aware of the impact of Wyoming‘s vast 

open spaces, limited numbers of people, its skilled health care personnel and, particularly great 

mineral resources that are constantly subject to boom-or-bust conditions.  These stakeholders are 

reporting that the solutions developed in the project ―must be able to produce lasting and 

sustainable results.‖  In fact, a significant group of physician stakeholders made it very clear that 

if the solutions did not deal directly with the causes of the problems and just treated the 

symptoms, we might as well as do nothing at all.  

 

With that in mind, we have been directed by our stakeholders to look beneath the symptoms of 

the problems down to the core medical infrastructure issues creating the problem(s).  Therefore, 

the solutions presented in this and future reports will represent Wyoming‘s attempts to address 

the fundamental problems in security and privacy and develop plans to implement positive, 

lasting and sustainable changes in the way health care information is used in this state. 

 

The Wyoming HISPC project team has met with well over seventy stakeholders across 

Wyoming.  We have collected business practices regarding health information exchange (HIE) 

and have analyzed the variations among them.  In addition to identifying business practices 

associated with HIE, stakeholders have also identified barriers to, and potential solutions for, 

implementation of an interoperable electronic health information system.  The purpose of this 

report is to describe the recommendations and solutions offered by Wyoming stakeholders. 

 

The stakeholders interviewed all agreed that health information technology (HIT) is clearly 

underdeveloped in Wyoming.  Most patient health information (PHI) in Wyoming is in paper 

form, and very little PHI is transmitted electronically.  Much of Wyoming does not have access 

to broadband technology, a reality that severely limits the possibility of exchanging health 

information.  While the Wyoming Department of Health, Veterans Affairs, Indian Health 
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Services, and most of the hospitals throughout the state use some type of electronic medical 

record (EMR), our stakeholders consistently reported that their EMRs do not have the capability 

of communicating with other systems—interoperability is clearly an issue which Wyoming 

health care providers will be forced to face in the coming years.  What is needed is an electronic 

health record (EHR) system, which ―consists of many EMRs across different hospitals, clinics, 

pharmacies and health insurance companies.‖
13

 

 

The other serious issue regarding current hospital EMRs is that they tend to focus on hospital 

business management and billing data as opposed to being able to functionally address the 

medical management of patients.  Collections and cash flow management are critical issues for 

managing facilities, not care, and the legacy EMR vendors have traditionally focused on these 

features.  However, the ability to access  a patient‘s health information in emergent and urgent 

situations is important, especially when the patient is being treated outside of his/her own 

community.  Therefore, unless the hospital management-focused EMRs are interoperable, they 

are little better than electronic versions of paper medical records, including the inherent 

limitations of illegibility, timeliness and not being complete.  Such EMRs do little to help 

improve the practice of medical care, compared to interoperable EHR systems, which are much 

more patient oriented and far more valuable when people become ill away from home. 

 

While the HISPC interview process included many stakeholders across Wyoming, there were 

some constituencies from which little input could be obtained.  Many physicians, while 

enthusiastic about the privacy and security project, were unable to participate due to their busy 

schedules and the amount of time required.  Generally, however, the interviews showed a general 

feeling of disenchantment with the current state of HIE in Wyoming and a consensus that 

something needs to change to increase both the efficiency and quality of exchanging health 

information.  Moreover, stakeholders were very enthusiastic about suggesting solutions to the 

systemic problems they identified.  It became clear during this project that Wyoming‘s health 

care community includes many individuals passionate about their work and very much interested 

in improving the quality of care they can provide.    

 

5.0 Review of State Solution Identification and Selection Process 
 

To assess the barriers to, and solutions for, health information exchange in Wyoming‘s 

organization-level business practices, the Wyoming HISPC team collected information from 

representative samples of a variety of stakeholders in the state.  As in the assessment of 

variations phase of the project, rather than having a few solution workgroups with a set number 

of stakeholders, we conducted multiple workgroups consisting of a small number of 

stakeholders—typically four or fewer.  While many of our variations stakeholders offered 

potential solutions, we also had specific solutions workgroups, chaired by a Cheyenne physician, 

to address these ideas.  We also conducted one-on-one solution stakeholder sessions over the 

phone, usually with stakeholders in the far reaches of the state.  We recruited these stakeholders 

through a variety of mechanisms, including press releases through the University of Wyoming 

News Service, letters, phone calls, e-mails, and personal contacts of our workgroup chairs.   

 

                                                 
13

 Fratt, Lisa.  (October 5, 2005).  ―The State of the EMR: Gaining Traction, Showing Results.‖  Health Imaging IT.   

 



 

RTI International 

Privacy and Security Contract No. 290-05-0015 
33 

In order to identify and propose solutions to barriers, we asked solutions stakeholders to respond 

to the findings of the variations workgroups.  To facilitate this process, we created a letter 

highlighting the major findings of the variations process and sent it out to potential stakeholders.  

This process worked to introduce the stakeholders to the HISPC project, as well as to give them 

an opportunity to think about potential solutions before participating in the workgroup.
14

  All 

stakeholders were also offered the opportunity to identify any other issues they have encountered 

and their ideas for solutions for them. 

 

We have collected solutions information from some thirty stakeholders, including attorneys, 

pharmacists, law enforcement officers, ombudspersons, physicians, business consultants, 

consumers, insurance executives, members of Wyoming‘s Regional Health Information 

Organization (RHIO), and business executives, among others.  These stakeholders were charged 

with assessing the current state of HIE in Wyoming and the region, pinpointing specific 

problems, and brainstorming potential solutions to those problems.  In general, these individuals 

provided solutions that were practical and appropriate for Wyoming‘s environment.  While all of 

them recognized the need for national efforts to protect privacy and security in health 

information exchange, they preferred to aim for solutions that could be addressed at the local 

level.  At the same time, stakeholder concerns for ―sustainability,‖ i.e., the utilization of solutions 

likely to have significant and lasting impact, led them to look at the root causes of problems and 

develop solutions at that level. 

 

The method we used to evaluate and prioritize solutions was to hold multiple stakeholder 

workgroups.  During the initial solutions workgroups, several solutions were proposed by 

stakeholders; subsequent workgroup participants were asked to address the proposed solutions 

and to offer their own.  We found this process to work extremely well, because not only did it 

give stakeholders a chance to vet solutions previously proposed, but it segued into brainstorming 

solutions for the barriers they themselves identified.   

 

It should be noted that the compression of time in this project, as well as the limited availability 

of several key stakeholder groups, has resulted in the need to hold several solutions workgroups 

after submission of this report.   Outcomes from these workgroups will be incorporated into the 

final report due later this year. 

The level of feasibility of solutions was determined on the basis of the level of commitment and 

support from participating stakeholders.  A more extensive analysis on the feasibility of solutions 

will be provided in the Implementation Phase of the project. 

 

6.0 Analysis of State Proposed Solutions  

 

6.1 Solutions to variations in organization business practices and policies 

 
(1) Establishment of a Wyoming HIE Policy Coordinating Center  

(Is there any chance that the WyHIO could ever take this on?  I think we have to take into 

account several factors when discussing this.  First, they currently have only one paid employee.  

                                                 
14

 See appendix for two versions of the letter. 
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Second, they seem to be alienating themselves.  Third, do they want to focus on education or 

technology?  Fran, do you think the WYHCC would ever consider doing anything like this?) 

 

One of the fundamental barriers facing health information exchange (HIE) in Wyoming is 

obsolete or, at the very least, misconstrued law.  HIPAA appears to be a universal concern for 

health care professionals in this state.  The inconsistent and incorrect interpretation of HIPAA 

engenders conservative practices regarding exchanging health information.  As one stakeholder 

put it, ―HIPAA has become an excuse not to release information, and providers hide behind it all 

the time.‖   Another stakeholder suggested that a major problem with HIPAA is that ―everyone 

has their own interpretation.‖   

 

Overall, there is a fear of legal reprisal for wrongful disclosure of health information in 

Wyoming.  A good example of this is the release of blood alcohol results to law enforcement, as 

described in Scenario 8.  According to one stakeholder, a hospital attorney, ―we advise our client 

[the hospital] to release nothing until law enforcement presents with a court order.‖  This 

comment represented a drastic change from the relationship between health care and law 

enforcement characterized earlier in the project with ―this is a small state, and we need to work 

well together.‖  The misinterpretation of HIPAA is widely affecting the ability of Wyoming‘s 

health care professionals to exchange information that could improve the delivery of care to the 

state‘s residents. 

 

While misinterpretation of HIPAA was the primary legal concern for Wyoming stakeholders, 

many were concerned with state statutes as well.  Several of our stakeholders identified specific 

statutes as barriers to the exchange of health information.  The Wyoming Hospital Records and 

Information Act
15

, for example, was particularly isolated as a barrier to HIE, because, according 

to one stakeholder, it prohibits re-disclosing patient information that was not created by the 

releasing provider.  However, according to several Wyoming attorneys, this is a 

misinterpretation of the statute.  Unless the records included are mental health or substance abuse 

information, there is nothing anywhere in state statutes or federal acts that work to prohibit the 

re-release of health care information, which is defined as ―any information, whether oral or 

recorded in any form or medium, that identifies or can readily be associated with the identity of a 

patient and relates to the patient's health care, and includes any record of disclosures of that 

information.‖
16
    

 

However, one of the key problems with the Wyoming Hospital and Information Act is that it 

only applies to hospitals, which are defined as ―establishments with organized medical staffs, 

with permanent facilities that include inpatient beds, and with medical services, including 

physician services and continuous nursing services, to provide diagnosis, treatment and 

continuity of care for patients.‖
17

  Consequently, there are several health care entities in 

Wyoming that fall outside the scope of this act, including psychiatric hospitals and ambulatory 

surgical centers.  While the statute could be rewritten to provide clear, straightforward 

directions for providers, the attorney stakeholders we interviewed have made it clear that the 

                                                 
15

 §W.S. 35-2-601 
16

 §W.S. 35-2.605 (a) (vii) 
17

 §W.S. 35-2-605 (a) (9) 
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statute is not the problem.  The problem is the misinterpretation of law and the culture that this 

misinterpretation engenders.   

 

Because of the misinterpretation of both HIPAA and Wyoming statutes, our stakeholders 

championed the establishment of a statewide center for health information exchange policy.  A 

center of this kind would address policy issues related to many of the security and privacy 

domains fundamental to health information exchange, including, but not limited to, user and 

entity authentication, information authorization and access controls, state law restrictions, and 

information use and disclosure policy.  Its purpose would be to analyze, clarify and communicate 

to Wyoming‘s health care professionals and consumers the current legal and technical issues 

encompassing health information exchange.    

 

Educational capabilities would be the critical ingredient to such a policy center.  When asked 

about potential solutions for the problems in developing HIE in Wyoming, the most often cited 

response was ―education and training.‖  Many of the stakeholders identified and stressed the 

need for this training to be provided in a multidisciplinary setting so that all those in a 

community would be on the ―same page‖ regarding security and privacy issues.  To coordinate 

such training, the stakeholders interviewed indicated the need for an independent legal consultant 

able to provide HIPAA expertise, because, as many of our attorneys have said, ―there are only a 

handful of people in this state who know HIPAA, and even they disagree.‖  Obviously, this legal 

consultant would not be giving particular legal advice to hospitals or providers, but rather would 

develop and supervise general HIE training for organizations and groups, perhaps on an annual 

or bi-annual basis.   

 

Distance education for training purposes would also be a critical role for this policy center.  

Video and web conferencing could be used as outreach services to health care providers around 

Wyoming.  The stakeholders were adamant about the need for continuing education that could 

address the issues surrounding HIE.  According to one stakeholder, ―we simply need our people 

to know what they can and can not do.‖  Again, there is a general concern about wrongful 

disclosure in Wyoming, and providers are eager to enter into a dialogue regarding this issue. 

 

In addition to the educational capabilities of such a policy center, stakeholders staunchly 

advocated that the center be capable of providing technical support for HIE.  Again, there seems 

to be an interest in a neutral, objective organization capable of providing advice and support 

from a non-vendor perspective.  Many providers, especially in the more rural areas of the state, 

do not have a clear idea of what is available to them in terms of HIE in general, and electronic 

health records (EHRs) in particular.  Consequently, there is much fear about investing in a 

system that could become obsolete within a matter of years.  This is an area where our 

stakeholders feel a policy center could make a real impact in perceptions.   

 

Another key function of the policy center would be to educate the public about the potential 

benefits that HIE and EHRs offer to patients, especially in terms of preventive care.  Due to the 

number of significant statistics readily available, this should be a driving point behind HIE 

adoption.  Wyoming stakeholders believe that consumer demand will drive providers to adopt 

EHRs, especially from the perspective that they can create a healthier society.  A policy center, 

such as the one proposed, could gather, summarize, and put in readable form health, cost, and 
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security benefits offered by EHRs and other existing resources and, moreover, have the capacity 

to spread the information to providers and consumers alike.   

Policy Center and Law Enforcement 

A statewide HIE policy center also has the potential for addressing concerns surrounding HIE 

involving law enforcement.  There is strong enthusiasm among key attorneys, legislators, and 

law enforcement throughout Wyoming about developing a comprehensive approach to 

addressing HIPAA-related concerns and issues surrounding information requests that involve 

law enforcement.  There is a desire to, at the very least, expand the dialogue among these groups.  

In addition, there is the potential in Wyoming to develop and implement a program to actually 

improve the processes of HIE among these groups by developing a better understanding of the 

legal underpinnings of HIE. 

 

Currently, there is great variation in the approaches to HIE with law enforcement and hospitals. 

In some of those communities, the lack of best practices is negatively impacting several key 

health delivery areas, especially those related to protecting the public‘s health and safety.  

However, there are several methods employed by hospitals around the state that could be used as 

models, such as a manual put together by one Wyoming county‘s hospital medical records staff. 

The director of that program is active in the Wyoming Health Information Management 

Association, a respected association of medical records professionals. Her manual is perceived 

by many in the field as a ―best practice‖ regarding the issues at hand.   

 

Working with law enforcement, attorneys and hospital staff, a set of specific scenarios are being 

developed to detail the various information requests relating to law enforcement.  These 

scenarios would facilitate a discussion of how and why information requests and replies are 

made, as well as provide an avenue for discussing the potential barriers and issues related to such 

requests, especially the issues of blood alcohol tests, mental health records, substance abuse 

records, treatment of law enforcement officers injured while apprehending perpetrators—such as 

the risks from unknown diseases and information regarding rape cases.  The key for progress in 

this area is a detailed plan written by key stakeholders.  The plan involves producing a 

mechanism able to involve the various actors, which would allow all parties to engage in a 

constructive dialogue.      

 

Once a widely accepted model program has been identified and developed by our stakeholders, it 

will be tested by the Wyoming Health Information Management Association to determine if it 

could be an model for all Wyoming communities.  If approved, advocates of this approach have 

already stressed the need to develop a plan and curriculum to properly disseminate the 

information to the requisite professionals throughout the state, including ER staffs and law 

enforcement officers.  The Wyoming Law Enforcement Academy and the Wyoming Health 

Information Organization were recommended as appropriate venues for training purposes, and 

the proposed policy center could be the provider of such training. 

 

Several critical initial plenary meetings have already taken place.  A detailed plan has been 

outlined.  There is a very high state of readiness for this process.  A number of physicians at one 

particular Wyoming hospital have expressed support for the process, encouraging the 

stakeholders involved to be very thorough and in depth in their solution seeking process.  The 
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key stakeholders fully agree with that premise and are highly committed to its success, both 

locally and statewide.   

Policy Center and Pharmacists 

HIE among pharmacists and physicians is also an area that could benefit from the support of a 

policy center and its multi-disciplinary training program.  Incomplete health and pharmaceutical 

records is a major problem in Wyoming.  According to the pharmacists interviewed, over five 

percent of all pharmacy-related records received are incomplete or inaccurate. This often 

requires up to thirty minutes of phone calls and faxes between the pharmacist and the physician‘s 

office to acquire the accurate information needed to assure the correct drug is provided in the 

optimal dosage for the particular patient. While an EHR system would allow pharmacists to 

review labs and, consequently, provide more effective prescriptions for their patients, the main 

problem regarding HIE observed by Wyoming stakeholders is misinterpretation of current law.   

 

HIPAA is a major concern for pharmacists in Wyoming.  According to one stakeholder, ―There 

are no concrete guidelines with HIPAA and everyone is afraid of divulging information for fear 

of prosecution.  How are we supposed to maintain a good system of continuum of care with such 

a lack of information?‖  This stakeholder‘s solution to the problem is multi-faceted.  First, there 

needs to be effective communication between all the players involved with HIE.  If all parties 

can come together and realize that their actions actually affect the level of care of another 

practitioner, they may be more likely to change their current practices.
18

  Again, the 

establishment of an HIE policy center could facilitate such interaction and training. 

                                                 
18

 A recent University of Wyoming project in multidisciplinary medication management demonstrates the 

usefulness of communication.  In one instance, a patient in this program with $2,700 of monthly medications saw 

her monthly bill reduced to $300 with no loss of efficacy or safety. The physician involved, upon seeing the results, 

became extremely enthusiastic about the program.  
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Summary 

The stakeholders in the Wyoming HISPC project were very clear that their participation was 

based on the premise that the project team was committed to ―doing all it can to carry this 

process into an effective implementation phase.‖  Consequently, the proposed policy center‘s 

most important directives will be to: 

 

Sustain the WyoHISPC process and support the interests and efforts of its many stakeholders; 

Do everything possible to create and direct the resources—both human and financial—that will 

ensure the implementation of solutions identified in this report; 

Analyze, clarify and communicate to Wyoming‘s health care professionals and consumers the 

current legal and technical issues encompassing health information exchange; 

Work closely with and coordinate its activities with the Legislative and Executive branches of 

Wyoming‘s government; 

Provide and/or coordinate multi-disciplinary training programs for Wyoming. 

 

It is envisioned that this policy center will also address the other solutions addressed below in 

this report.  The major concern, of course, is acquiring funding for such a center.  We plan to 

address this problem in our Implementation Report after conducting additional stakeholder 

discussions.   

 

 

Table A-1: Barriers 
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 

 
 

 
 
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 

 
 

 
 

 
 
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 

 
 
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(2) Creation of an HIE Demonstration Project   

(Rex, I think HB 0320 deserves a little bit of attention here, as well as the other project you 

proposed for 500k.  I hope Barb uncovers some juicy details about democracy at work.) 

It is clear that health information is moving in the electronic direction.  President Bush recently 

issued an executive order that requires four federal departments to ―adopt IT standards to ensure 

that health records can be shared.‖
19

  Furthermore, there are currently two bill in Congress—HR 

4157 and S 1418—that, if passed, would create a permanent mechanism for promoting and 

governing interoperable EHRs.  While many of our stakeholders realize that adoption of EHRs is 

inevitable, they do not want to invest in an expensive system simply to have the federal 

government mandate something else.  Thus, for many in Wyoming, the adoption of EHR 

technology has become a waiting game.  

 

Because of the concern throughout Wyoming about the cost, capabilities, effectiveness and 

security of EHR systems, our stakeholders have been supportive of a demonstration project that 

would educate health care providers and consumers alike about the benefits of an interoperable 

system in the state.  With all of the cynicism among health care providers about the increased 

advantages of such a system, a demonstration project focusing on efficiency and grounded in 

quality care for consumers would assist in alleviating many of the concerns in Wyoming.   

 

Interoperability is the key to this discussion.  One of the most often cited values of EHRs is their 

ability to exchange accurate and timely medical records among each other, thus increasing the 

efficiency and quality of care.  However, there are currently no interoperable EHR systems in 

Wyoming.  The current practice of each entity purchasing its own system has resulted in a 

fragmentation of medical records, rather than a network of records.   

 

One stakeholder, a computer scientist at the University of Wyoming, claims to have a solution to 

this problem.  According to this stakeholder, the current system of EHRs, largely based on 

proprietary architectures, has produced multiple systems unable to communicate health 

information.  There are two solutions to the fragmentation of medical records.  First, a 

centralized data repository of data could be used. This approach, however, seems to be 

politically infeasible as most stakeholders expressed great reluctance to have other organizations 

or individuals have direct access to their data.   

 

A second approach would be an interface that works to integrate systems.  Because of the 

fragmentation of medical records among many providers, this distributive approach to EHRs 

provides the most practical, economical, and politically rational response to constructing an 

interoperable health record.  The key problem is the standardization of communication protocols 

for exchanging information.  This stakeholder believes the solution to this dilemma lies in 

creating a system that relies upon Extensible Markup Language (XML), Web services, and 

Simple Object Access Protocol (SOAP).  In short, ―this solution would allow health care 

providers in any location with proper authorization and authentication to get information about a 

patient on demand while supporting a distributed model of storage.‖ 

                                                 
19

 Havenstein, Heather.  (2006, August 28).  ―Bush Calls for Interoperable Fed Health IT Systems.‖  

Computerworld. 
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The system would require a participating entity to provide two Web services: one to receive 

requests and pool data, and the other to provide data to requesters.  Additionally, participants in 

this distributive network of EHRs would have to register its Web services with a neutral Web 

service, such as a RHIO.  Using this neutral Web service circumvents the problem with every 

individual system searching every other system.  Thus, the neutral Web service is not a data 

repository, but rather an entity that works like a router of requests and responses.   

 

The proposed solution would use the University of Wyoming‘s family practice residency 

facilities, as well as other facilities throughout the state and region willing to participate, to 

demonstrate the interoperability of EHRs through this distributive network.  This solution 

addresses many domains of privacy and security.  It deals with user and entity authentication and 

information transmission security on two levels.  First, it creates a system of Web services based 

upon membership, which authenticates requests via public key encryption.  Second, the 

individual organization will provide another layer of entity authentication, e.g., passwords and 

access controls.   

 

An added benefit to this system, especially for Wyoming, is that it is extremely flexible and 

scalable.  Because it relies on Web services rather than a proprietary interface, there is no reason 

that it is limited to health care providers in Wyoming.  Therefore, this could address the state‘s 

problem of the regionality of its residents‘ health care.    
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(3)  Sustainable Support – Wyoming Health Information Technology Commission  

(Rex, here is where we may want to discuss what Wendy has proposed.  However, we may begin 

thinking about whether we should focus most the analysis on the Implementation Report rather 

than the Solutions.  What do you think?) 

Several stakeholders reiterated the notion that if providers are going to adopt EHRs, and if there 

is any hope that those EHRs are going to be interoperable, the government will have to be a 

driving force for their implementation.  While there have been calls for a nationwide 

interoperable health network, it appears that Wyoming stakeholders would feel more comfortable 

if Wyoming were on the cutting edge of HIT adoption rather than succumb to a mandated 

system.  Thus, our stakeholders have supported the concept of a state-managed (and state-

funded) commission directed to investigate the future of HIT in Wyoming by bringing all parties 

together in a collaborative manner.  This solution is very similar to legislation recently enacted 

by Michigan‘s Legislature, which created a HIT Commission and ―appropriated $5 million to 

fund regional health information exchange projects in FY 2007.‖
20

   
 

This solution cuts across nearly every security and privacy domain, because it calls for allocation 

of funds for the adoption of EHRs.  The key goal of Michigan‘s plan is ―evolving patient health 

records to a uniform format for all health care providers.‖
21

  While this is easier said than done, 

progress in EHR adoption requires a standardization of records, which can be facilitated by 

funding projects with state funds.  The funding of projects would require EHRs to ensure valid 

authentication, secure access controls, secure transmission of patient information, audit 

capabilities, etc.  Wyoming stakeholders feel that the state is a perfect testing ground for EHRs, 

mainly because of our sparse population and relatively few health care entities that would need 

to be included in the discussion. 
 

As mentioned earlier, however, funding for development of a statewide EHR was not provided 

by the Wyoming Legislature in 2006.  A Regional Health Information Organization (RHIO) has 

been established in Wyoming, but so far, the state has not provided any support for this or any 

other organization to act as a coordinating commission for HIT.  Wyoming stakeholders are in 

favor of the state providing such support to make coordinated HIT development efforts less 

dependent on donations and grant funding. 
 

Table A-3: Barriers 
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20

 ―Michigan Releases Groundbreaking Health Information Technology Recommendations.‖  (2006, December 11).  
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Table A-3: Stakeholders 

Solution  Compliance Officers Physicians IT Consumers 

HIT Commission  
 

 
 

 
 

 
 

 

 

(4)  Development of Multidisciplinary Training Programs  

( 

In the spirit of sustainability and the creation of solutions that solve root problems, many 

Wyoming stakeholders made it clear that the training addressing the misinterpretations of 

HIPAA, as well as virtually all subsequent HIPAA training, should be done in a multi-

disciplinary manner.  The multidisciplinary approach will, at the very least, make sure that all 

participants in the provision of health care are ―on the same page‖ with their understanding of 

critical HIPAA regulations.  However, it also has the potential to deepen the participants‘ 

understanding and improve their perceptions of the quality, role and importance of their fellow 

health team members.  As explained by a practicing pharmacist and a pharmacist academician, 

once physicians and other clinicians have a better understanding of the role and value of a good 

clinical pharmacist, the two professions will work better together, resulting in improved quality 

of care of their mutual patients/clients.   

 

Therefore, for Wyoming to avoid carrying over of these serious misunderstandings of HIPAA 

and related state laws into electronic form, stakeholders have called for fundamental training for 

providers to educate them about what records they can and cannot release, perhaps in an 

orientation type course.  The idea is to get the various players in a dialogue about HIE.  While 

one could argue that this solution affects every security and privacy domain, it particularly 

affects state law restrictions about information types and classes and information use and 

disclosure policies.  As described earlier, such training could be carried out through an HIE 

policy center. 
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Officers 

Multidisciplinary 

Training 

 
 

 
 

 
 

 
 

 

(5)  Focus on Consumer-Oriented Health Care  

As one of our stakeholders noted, ―The goal of our electronic health system is not to make life 

easier for providers, but to increase the quality of patient care.‖ Wyoming stakeholders had 

various ideas of how to empower consumers in their understanding and utilization of their 

personal health information.  Of primary concern among consumer stakeholders was the ability 

of an HIE system to prevent the release of information that could jeopardize their health 

insurance coverage, i.e., the wrongful disclosure of health information to insurance companies.  

There are a number of sides to this controversy, but one solution to these concerns would be 

educating consumers about HIE and issues of privacy and security (including HIPAA and state 

law).  We have discussed educational priorities with some consumer groups in the state and will 

continue to do so for the rest of the implementation planning process.  
 

Personal PHI devices 

Personal patient health information (PHI) devices, such as ‖jump drives‖ or other external 

storage devices containing an individual‘s complete health information, was another solution 

proposed to provide consumers greater control over their medical records.  Such a device would 

allow individuals to control their own medical records, and, according to one stakeholder, would 

allow individuals to filter out medical records pertinent to the situation.  However, there were 

many concerns with this solution among other stakeholders.  First, what happens if the patient 

loses the device?  Second, what happens if the patient is unconscious and the device is 

encrypted?  Finally, should consumers be making the determination of whether or not a record is 

pertinent to a situation? 
 

Personal health information websites 

Personal websites were also offered as a way to increase the consumer‘s involvement is his/her 

own health care.  One stakeholder argued that zipped files could be put on encrypted websites, 

which could be accessed at the point of care.  Again, there is not a problem with this as long as 

the patient is conscious and functional at the time of care.  Responding to this critique, this 

stakeholder argued for a nationwide interoperable database of contact information, which 

could be used to contact a predefined list of individuals who have access to his/her website.  

While the nationwide contact database has merit, some stakeholders argued that the point of 

EHRs is to make the process more efficient, not more onerous.  
 

While the focus on consumer-oriented health care holds great potential for the future of HIE, it 

was mentioned by stakeholders that Wyoming is nowhere ready for these developments.  
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Solution 1 2 3 4 5 6 7 8 9 
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Table A-5: Stakeholders 

Solution  Compliance Officers Physicians IT Consumers 

Consumer Oriented Health care     

 

 

6.2   Solutions to issues derived from state privacy and security laws/regulations 
(1)  Passage of Information Privacy Law in Wyoming  

One of the primary concerns among Wyoming consumer stakeholders regarding health 

information exchange was security.  This concern does not come without cause—even former 

President Bill Clinton‘s medical records are not safe from unauthorized access.
22

  According to 

the Privacy Rights Clearinghouse (PRC), there have been nearly 100 million data breaches in the 

United States in less than two years.
23

  Due to the surge in the number of records containing 

sensitive personal information that have been compromised, more than twenty states have 

enacted mandatory reporting laws that require all individuals potentially impacted by such 

transgressions to be notified.  In 2003, for example, California enacted a law that gives 

―individuals early warning when their information has fallen into the hands of an unauthorized 

person, so that they can take steps to protect themselves against identity theft or to mitigate the 

crimes impact.‖
24

  Wyoming has not enacted any such law.   

 

In the opinion of many of many stakeholders, this is an area where Wyoming has an opportunity 

to ease consumer concerns regarding security and privacy with EHRs.  Such a measure could 

have, at the minimum, a positive psychological effect.  Two states that border Wyoming and 

resemble its political culture—Nebraska and Montana—have followed California‘s lead and 

passed legislation on data breaches, so there is good reason to believe that such a measure would 

be well accepted in Wyoming.  A bill has been sponsored and pre-filed for the 2007 Wyoming 

Legislative session dealing with ―credit freeze reports.‖  The bill would make it mandatory to 

notify consumers when their personal information has been breached.  According to the bill, a 

―breach of the security of the data system‖ means unauthorized acquisition of computerized data 

that materially compromises the security, confidentiality or integrity of personal identifying 

information maintained by a person or business and causes or is reasonably believed to cause 

loss or injury to a resident of this state.
25

  Whether or not it will survive the legislative process is 

yet to be seen, but the fact that it has been introduced is promising.      

 

The people of Wyoming are fearful of identity theft, and, according to several stakeholders, this 

fear has reached the point where many patients who present at emergency rooms will not provide 

their social security numbers.  ―Wyomingites want control over their health records,‖ as one 

stakeholder put it, who continued to say that ―consumers want to know who owns their data, why 

                                                 
22

 Freudenheim, Milt and Robert Pear.  (2006, December 3).  ―Health Hazard: Computers Spilling Your History.‖  

The New York Times. 
23

 http://www.privacyrights.org/ar/ChronDataBreaches.htm. 
24

 http://www.privacy.ca.gov/recommendations/secbreach.pdf. 
25

 See http://legisweb.state.wy.us/2007/Introduced/SF0053.pdf for a full version of the pre-filed bill. 

http://legisweb.state.wy.us/2007/Introduced/SF0053.pdf
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do providers need so much data, and why are patients not allowed to control what records are 

released to specific doctors, such as medical records relating to an abortion being released to 

their current dermatologist.‖ 



 

RTI International 

Privacy and Security Contract No. 290-05-0015 
46 

 

 

Table B-1: Barriers 

Solution Fear of 

ID 

Theft 

Security Misconstrued 

Statutes/Fear 

of Legal 

Reprisal 

Incomplete 

Records 

Unnecessary 

time spent 

Concerns 

for EHR 

adoption 

Privacy Law  
 

 
 

 
 

 
 

 
 

 
 

 

Table B-1: Domains 

Solution  1 2 3 4 5 6 7 8 9 

Privacy Law  
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

 
 

 

Table B-1: Stakeholders 

Solution Consumers Providers Payers 

Privacy Law    

 

 

(2)  Legislation Clarification  

HIE and Juveniles 

While most of the legal issues surrounding HIE identified by stakeholders were deemed 

misinterpretations of existing laws, the disclosure of information about juveniles was noted as a 

problem that could be addressed by state statute.  Stakeholders noted the usefulness of having a 

statute that defines who is allowed to share information about juveniles, particularly for high-risk 

individuals or as a matter of public safety/public health.  Foster care was specifically noted as an 

area that could benefit from a statute, and our stakeholders pointed us to a North Carolina statute 

that could lend some guidance: ―Agencies that may be designated as ‗agencies authorized to 

share information‘ include local mental health facilities, local health departments, local 

departments of social services, local law enforcement agencies, local school administrative units, 

the district‘s district attorney‘s office, the Department of Juvenile Justice and Delinquency 

Prevention, and the Office of Guardian ad Litem services of the Administrative Office of the 

Courts.‖
26

    

 

In addition to the entities designated to share this information, a Wyoming statute in this area 

should also define what health information is allowed to be shared.  Several stakeholders were 

concerned with what is allowed under HIPAA for treatment purposes and what is allowed for 

other forms of care, particularly because continuity of care extends beyond health care 

practitioners into the realm of social workers, law enforcement, parents/guardians, etc.  While 

HIPAA may address these concerns, many of our stakeholders would like to see Wyoming 

statutes be more specific on the issue.  Furthermore, due to the great sensitivity and perceptions 

                                                 
26

 § N.C. 7B-3100; see http://www.ncleg.net. 
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and misconceptions surrounding mental health and related issues, the question of appropriate 

penalties for abuse of the privilege will probably need to be examined and seriously considered 

as part of any such legislation. 

Hospital Records and Information Act 

As noted previously, several stakeholders identified the Wyoming Hospital Records and 

Information Act as a barrier to HIE, because it is assumed to prohibit re-disclosing PHI that was 

not created by the releasing provider.  However, according to several Wyoming attorneys, this is 

a misinterpretation.  With the exception of mental health or substance abuse records, there is 

nothing anywhere in state statutes or federal acts that work to prohibit the re-release of health 

care information.  Nevertheless, our stakeholders believe that this law could be updated and 

expanded to encompass all health care entities, because as it currently stands it is limited to 

facilities with in-patient beds.   

 
Table B-2: Barriers 

Solution Fear of 

ID 

Theft 

Security Misconstrued 

Statutes/Fear 

of Legal 

Reprisal 

Incomplete 

Records 

Unnecessary 

time spent 

Concerns 

for EHR 

adoption 

Legislation 

Clarification 

 
 

 
 

 
 

 
 

 
 

 
 

 

Table B-2: Domains 

Solution  1 2 3 4 5 6 7 8 9 

Legislation 

Clarification 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

Table B-2: Stakeholders 

Solution  Consumers Legislators  Providers State Agencies 

Legislation 

Clarification 

 
 

 
 

 
 

 
 

 

6.3 Solutions to issues driven by intersection between federal and state laws/regulations 

 

(1)  Establishment of Multi-State Panel to Address HIE Policy and Law  

Due to the regionality of Wyoming‘s health care, one stakeholder recommended creating a panel 

consisting of knowledgeable, high-ranking individuals from Wyoming, Utah, Idaho, Montana, 

South Dakota, Nebraska and Colorado to analyze and make policy recommendations to the state 

versions of HIPAA.  Such a panel could assess the available technologies for health information 

exchange, and bring to the table experiences of individual states.  A common ground of issues, 

practices, and solutions could be established with such a panel, and could facilitate a more 

effective and efficient process of HIE.  Then, because HIPAA only sets the floor and not the 
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ceiling, another goal would be to synchronize the myriad state laws that are more restrictive than 

the federal code.   

 

If nothing else, such an endeavor would put the issues surrounding interstate HIE on the map, 

according to this stakeholder.  This panel could also be instrumental in the region addressing 

standards for interoperability, protocols for access, standard operating procedures and best 

practices, standard formats for release forms, etc. 

 

Another area that stakeholders felt could be addressed by such a panel would be a collaborative 

effort of the states in our region to create some kind of online directory for health information 

exchange.  This directory would consist of contact information, security protocols, and standard 

forms from each participating institution.   

 
Table C-1: Barriers 

Solution  Common 

Framework 

Regionality Interoperability 

Multi-State Panel to 

Address HIE Laws 

 
 

 
 

 
 

 
Table C-1: Solutions 

Solution  1 2 3 4 5 6 7 8 9 

Multi-State Panel to 

Address HIE Laws 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 

Table C-1: Stakeholders 

Solution  Local Providers Consumers Bordering 

States 

State 

Agencies  

Multi-State Panel to 

Address HIE Laws 

 
 

 
 

 
 

 
 
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7 National Level Recommendations 

Stakeholders in Wyoming pinpointed the misinterpretation of HIPAA as the key problem 

associated with HIE, rather than the legislation itself.  Stakeholders viewed education means at 

the local level as fundamental to resolving or clarifying the misinterpretations.  While a few 

stakeholders mentioned the need for federal action to spur the development and adoption of 

health information technology at the state level, far more viewed any federal mandate as moving 

in the wrong direction.  A more extensive analysis of solutions affecting federal law/regulations 

will be provided after completion of the WyoHISPC implementation phase of the project. 

 

8 Conclusions and Next Steps 


