Electronic Devices and Media Transfer/Sale/Disposal Procedures
(Revised 08/17/06)

Purpose

This document is intended to provide guidance on proper removal of data from electronic devices and electronic media. A huge volume of data is being transmitted and stored on electronic devices and media by virtually every person conducting business at the University of Wyoming. This electronic data can contain sensitive information that may include but is not limited to: personnel information, financial data, or protected health information. If all sensitive information on those devices and media is not properly removed before the equipment is sold, transferred, or disposed of, it could be accessed and viewed by unauthorized personnel. Such access could potentially pose a liability to the University of Wyoming.

 

Scope

This document applies to all University of Wyoming owned devices and media capable of storing data (such as hard drives, zip disks, recordable CD’s etc.).  All computers except those from Academic Support Unit (ASU) labs are considered to contain sensitive data. 

Acceptable methods of data removal include overwriting methods described in Department of Defense (DoD) Standard 5220.22-M National Industrial Security Program.  Information Technology is responsible for recommending an appropriate tool for sanitizing, initial sanitization verification of the tool, and updating that recommendation as technology changes.
Procedures:
University Departments - Departmental Transfers of Electronic Devices

University departments must practice due diligence by removing all files containing sensitive data prior to their data storage equipment being transferred to other University departments. A transfer may be made to another department without an IDR by the transferor department sending a Property Disposal Request (PDR) form to the Property Office. If the equipment is being sold department to department the transferee department should send an IDR to the Property Office prior to the transfer. The department transferring data storage equipment will have the option of formatting or sanitizing the device in consideration of where the computer was in use and will be responsible for completing the chosen process.  If available, the original Operating System software disk will be taped to the inside of the computer housing.  The Property Office will contact the new department to verify the new location of the electronic devices being transferred and update the university inventory.

ASU lab technicians will format all lab computers before transfer so the computer boots to a DOS prompt.

University Departments – Requests for Sale/Disposal of Electronic Devices

When departments desire to have their computer sold or disposed, the department must send a PDR form to the Property Office. University departments must practice due diligence by removing all files containing sensitive data prior to their data storage equipment being transferred to Surplus Property for sale. The department can increase the selling price by including the original operating system and software disks, provided the sale will not violate original license agreements. Only original disks that came with the equipment may be provided for resale. Installation disks requiring a Volume License Key are for University use only and cannot be redistributed with a computer resale on or off campus.

University Property Office  -  Sale of Electronic Devices
All computers and electronic media will be sanitized before sale to the public to make the data inaccessible, in a manner consistent with the standards issued in DoD guidelines. The Property Office is responsible for sanitizing surplus computers and electronic data storage devices that are sold using the sanitization method IT recommends. The Property Office will maintain sanitization records of every device sold. Records will be kept in both electronic and hard copy format and will include at least the following information: 1) device type, 2) device serial number if applicable, 3) university asset tag number if applicable, 4) sanitization method used, 5) date of sanitization, 6) date submitted for disposal and, 7) the name and signature of the person responsible for sanitizing the device(s). Such person(s) deemed appropriate by the organization will certify the records are accurate. Signatures are required on hard copies only. Sanitization records will be maintained on a retention schedule determined by Division of Administration. 

ASU lab technicians will format all lab computers before sale so the computer boots to a DOS prompt.

Environmental Health & Safety (EH&S)  -  Destruction of Electronic Devices 
Data storage devices that are out dated, non-working and those with negligible resale value will not be reimaged or sanitized. They will be transferred to Environmental Health & Safety for disposal.  EH&S will keep all data storage devices in a secure area until the items are transferred to the University’s recycling contractor who destroys the devices.

EH&S will maintain destruction records provided by the recycling vendor. Destruction records will be maintained on a retention schedule determined by the Division of Administration. 

Hard Drive Cleaning Policy

1. General Information

The University of Wyoming has an ongoing need to dispose of outdated data storage equipment and devices. All computers except those from ASU labs are considered to have sensitive data. The goal of UW is to protect students, staff, faculty and university stored data and to remain in compliance with state and federal privacy laws and regulations.

2. Purpose

To define a university procedure for the scrubbing of hard drives and the cleaning or destruction of removable media such as CDR, DVD-R, zip drives, etc. to prevent sensitive data from leaving the University of Wyoming.

3. Administrative Authority & Responsibility

A. The Property Office is responsible for the disposition of all surplus property excluding hazardous waste.  The Property Office will be responsible for removing all data from computers and electronic storage devices that are sold.

B. Information Technology will be responsible for recommending an appropriate method and to update the method when technology changes.

C. Data storage devices that are nonworking or those will no resale value will be disposed through the RMMC. 

D. University departments must practice due diligence by deleting all files prior to their data storage equipment being transferred to surplus property.

4. Policy

A. If a computer does not meet Properties’ minimum criteria fro resale:

1.  Property will send an e-mail request to RMMC for pickup. A copy of the PDR (Property Disposal Request form) signed by the department head will be faxed to RMMC following the e-mail. 

2.  RMMC will only pickup electronic scrap cleared by the Property Office.

3. The hard drives will not need to be cleaned. RMMC will pickup the e-waste and transport it to the current recycling vendor under contract to UW.   RMMC will keep any hard drives in a locked area until they are transferred to the recycler.

4. Only people with their name on a list approved by Property & RMMC  will be able to retrieve hard drives from RMMC to put back into use on campus.

B. If a computer meets Properties’ criteria for resale:

1. The Property Office will clean the hard drive according to this policy before resale to the public. 

2. Any computers transferred to other University departments will need to be re-formatted. 

3. Any ASU lab computers will be re-formatted by the IT lab user consultant before being transferred or sold.

5. Definitions

A. Hard drive scrubbing software approved by the Information Technology department is D-Ban (Dereks Boot and Nuke)

B. The Property Office will do random verification checking. 

