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• Does the current multi-factor authentication 

verify user or imposter ?

• What if the user’s device is stolen?

• Is the current MFA secure against 

impersonation attacks [1] [2] ?

• Usability Concerns: e.g., Take time off their 

work to enter OTP or accept the push 

notification.

• Is there a method to overcome the security 

threats and usability issues?

• User performs authentication using password 

or pin or graphical-lock pattern

• Relies only on familiarity factor in concealable 

electroencephalogram (EEG) signals

• Seamless identification of the user without 

taking time off their work.
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• Verifies user based on two or more 

authentication factors.

• Examples of current MFA’s first factor includes 

Passwords, pins, graphical lock-patterns.

• Second factors of current MFA can be OTP, 

hardware token, push notification.

• Example Applications: Duo Security, Microsoft 

Authenticator, Okta, etc.
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• EEG Signals: Brain signals acquired from 

users' scalp by using EEG devices

• Unique to an individual [3] [4].

• Cannot be obtained unobtrusively [5].

• Secure against spoofing or presentation 

attacks

• Intrinsic liveness detection [6]
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