
8 risks to consider when 

diving into telemedicine 

Models of Care 

Evolving 

© 2018 Constellation. All rights reserved. 



Advisory Notice 

This presentation has been abridged from a variety of sources and 

is intended for informational and advisory purposes only for 

MMIC/UMIA policyholders. MMIC/UMIA does not undertake to 

establish any standards of medical practice. This presentation is has 

been provided as guidance relating to risk management and claim 

prevention.  

Specific legal advice should be obtained from a qualified attorney, 

when necessary. 

 

If you have any questions please contact MMIC/UMIA. 
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Can telemedicine help? 



Patients embrace technology 

of adults are ok with 

teleconsultation for non-

urgent care 

      - Intel Healthcare  

      Innovation Barometer 
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Patients embrace technology 

of young adults prefer 

consultation with their 

doctor via mobile device 

                        - MD Live 
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And … 

Potential for $1.8 to  

$6 billion in savings  

over 10 years 

Win-win-win! 



“Telemedicine is moving 

from its adolescence into 

early adulthood.”  

- Technology is improving 

- Costs are decreasing 

- Reimbursement is 

increasing 
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Defining 

telemedicine 



CMS 
Two-way, real-time interactive 

communication 

ATA 
Remote delivery of health care 

services and clinical information 

TJC 
Use of technology to support 

long-distance clinical health care 

States Varied sophistication 



Awareness 

Goal of today 



Eight questions 



Eight questions 

Are we licensed and credentialed properly? 

Are we creating a provider/patient relationship? 

Are we seeing the right patients and conditions? 

Are we providing the right physical 

environment? 

1. 

2. 

3. 

4. 
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Eight questions 

Are we protecting privacy and security? 

How is care getting into the medical record? 

Does our professional liability policy cover this? 

Do we need a special consent form? 

5. 

6. 

7. 

8. 
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Are we licensed and 

credentialed properly? 
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The patient’s state 

• Rapidly evolving 

– Some require a full license 

– Some give telemedicine-only license 

– Some are silent 

• May have different prescribing rules 

– Some require an in-person visit every time 

– Some require availability and emergency resources 

• Growth in interstate compacts 

 

Center for Connected Health Policy:  
http://cchpca.org/ 
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The current status in Wyoming 

Center for Connected Health Policy:  http://cchpca.org/ 

Definition:  Wyoming Statute Sec.: 33-26-102: 

“Telemedicine means the practice of medicine by electronic 

communication or other means from a physician in a location to a 

patient in another location, with or without an intevening health care 

provider” 

Wyoming Medicaid Reimbursement:   

“Telehealth is the use of an electronic media to link beneficiaries with 

health professionals in different locations.”  This means that the 

patient must be able to see and interact with the off-site physician at 

the time services are provided via telehealth. 

 

© 2018 Constellation. All rights reserved. 

http://cchpca.org/
http://cchpca.org/


Controlled substances 

• Ryan Haight Act of 2008 

– Must conduct an in-person medical evaluation first 

– Slim exception for expert consult situation 

• Questionnaires never ok 

• Possibly subject to amendment? 

• Possible special DEA registration? 
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• Other members of the 

care team 

 

Case Example: 

• Surgery practice crosses 

over state lines 

• Surgery in one state 

• Follow-up care by 

telemedicine, primarily 

by nursing team 
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Credentialing 

• Facilities need to credential and privilege all 

distant telemedicine providers  

• Medicare CoPs and Joint Commission allow some 

reliance on provider’s hospital 

• State laws may have credential requirements 

 

Center for Connected Health Policy:   

http://cchpca.org/ 

 

http://cchpca.org/state-laws-and-reimbursement-policies


Credentialing 

• Distant providers in the medical staff bylaws 

– Define their involvement in the medical staff 

– Think through performance review and peer review 

– Outline discipline and procedural rights 

 

 



  

Are we asking where 

patients are located? 

Are we verifying 

licensure? 

Are there state-specific 

rules? 

 Is everyone on the 

team licensed? 

Have we clarified 

credentialing and 

privileging? 

Risk 

strategies 



Are we creating a provider/ 
patient relationship? 



Case example Case Example 

• Website where users 
upload photos  

• “Dermatologist” will 
identify and recommend 
treatment 

• Most providers are 
overseas 

• Diagnosis and 
recommendations are 
unreliable 

• CEO says too bad-- no 
doctor-patient relationship 
because both sides are 
anonymous 
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Defining the P/P relationship 

• No exact definition, states can differ 

• Legal standard based on each circumstance 

– Have you seen the patient before 

– Do you invite the patient to your online practice 

• Providers can usually refuse 

– But need to say so (and earlier the better) 

– Better not bill for the interaction 

– No emergencies or discrimination 
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Defining the P/P relationship 

Maybe Yes Significance 

Someone needing 

help reaches out 
Provider agrees to 

diagnose or 

recommend care 

• Duty to treat 

under standard 

of care 

• Own follow-up 

• Can be sued for 

malpractice 

• Can be sued for 

abandonment 
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Am I creating a 

provider/patient 

relationship? 

 If not, is that clear to the 

patient? 

Are we educating on 

continuity of care and 

follow up 

recommendations? 

Are we tracking orders? 

Risk 

strategies 



Are we seeing the right 

patients and 

conditions? 



Case example 

• E-visit for wheezing, shortness of breath to point 

of dizziness 

• History of asthma 

• Diagnosis: Asthma flare 

• Missed diagnosis: Acute coronary syndrome 
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Fastest-growing segment 

 is one-time video 

of large employers  

offer virtual visits 
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Can we care for 

this patient and 

this condition as 

well as we could 

in person? 
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Acute conditions  

primary or urgent care 

Chronic conditions 

primary care 

• Uncomplicated 

allergy/asthma 

• Chronic bronchitis 

• Conjunctivitis 

• Genitourinary 

• Low back pain 

• Otitis media 

• Rashes 

• Upper respiratory 

infections 

• Mental illness 

• Behavioral health 

• COPD 

• Asthma 

• Congestive heart 

failure 

• Diabetes 

• Hypertension 

• Overall wellness 
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How do I say 

no? 
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Do we have standards 

for patient selection? 

Do we have guidelines 

on appropriate 

conditions? 

Are providers 

empowered to say no? 

 

Risk 

strategies 



Are we providing the 

right physical 

environment? 



Case example 

• E-visit with flu-like symptoms 

• Home location is dark 

• Image and sound are poor 

• Provider is outside on patio with kids 

• Diagnosis: Flu 

• Missed diagnosis: Meningitis 
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Do we have the 

same ability to 

communicate 

and treat as we 

would in 

person? 
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In person visit 

• Adequate lighting 

• Ability to hear 

• Private 

• Minimal interruptions 

• Peripheral tools 

• Medical records 

• Other services (labs, 

pharmacy) 

© 2018 Constellation. All rights reserved. 



In person visit 

• Adequate lighting 

• Ability to hear 

• Private 

• Minimal interruptions 

• Peripheral tools 

• Medical records 

• Other services (labs, 

pharmacy) 

Telemed visit 

• Adequate lighting 

• Ability to hear 

• Private 

• Minimal interruptions 

• Peripheral tools 

• Medical records 

• Other services (labs, 

pharmacy) 
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www.fgiguidelines.org 



Is it safe to talk? 



webside manner? 

What is our 



  

Can we always see, 

hear, and understand? 

Do we have access to 

required tools or 

records? 

Are we both in a 

private space? 

Have we thought 

through Webside 

Manner? 

Risk 

strategies 



Are we protecting 

privacy and security? 



Case example 
Case Example 

• Family doc conferencing 

with patients online 

• No encryption 

• No HIPAA security 

certifications 

• Some data on 

encounters is being 

stored in the cloud 

• Data is breached 
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HIPAA says 

YOU must protect  

confidentiality, integrity,  

and security 
  

(no matter the platform or devices) 



“IT leadership at both the 

originating and distant 

locations should be 

consulted and involved in 

decision-making related to 

the IT systems that will be 

used to transmit and receive 

data.”  
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Vendors 

• Demand proof of HIPAA 

and HITECH compliance 

• Demand BAAs 

• Where is the data backed 

up? (on premises vs. cloud) 

• Who owns the data? 

• Negotiate liability for 

breaches 

Devices 

• What all is involved (phone, 

PC, email)? 

• Are they encrypted? 

• Remote deletion? 

• Passwords? 

• Anti-virus and security? 
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Vendors 

• Demand proof of HIPAA 

and HITECH compliance 

• Demand BAAs 

• Where is the data backed 

up? (on premises vs. cloud) 

• Who owns the data? 

• Negotiate liability for 

breaches 

Devices 

• Encryption? 

• Passwords? 

• Anti-virus and security? 

• Plan if lost or stolen? 
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Are we using experts? 

Do we have 

agreements on HIPAA 

and HITECH? 

Do we know what 

happens in a breach? 

Are we training 

enough? 

Do we have 

encryption, passwords, 

etc. for all devices? 

Risk 

strategies 



How is care getting into 

the medical record? 



Case example Case Example 

• Tele-radiology 

arrangement 

• Radiologist and PCP 

view images together 

and discuss 

• Neither creates a record 

• PCP texts more history 

and radiologist 

responds via text 

• Neither creates a record, 

neither saves texts 
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What goes in 

the record? 



What would we have from an in-person visit? 

What did we rely on to make decisions and 

recommend treatment? 

What do we need to support billing claims? 



New items to include 

• Mode of service delivery 

• Time-stamps in multiple time zones 

• Location of the patient 

• Anyone else in the room with your patient 

• Any technical difficulties 
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Where is the  

record? 



  

Do we have standards 

for record-keeping? 

Are we documenting 

what we would in 

person? 

Are we documenting 

any tech problems? 

Do we know how to 

get access to records? 

Risk 

strategies 



Does our professional 

liability policy cover 

this? 



State by state? 

or 

Worldwide? 
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Where will the  

claim arise? 



Insurance issues 

• Are we staying within our 

scope of practice? 

• Do we need cyber liability 

coverage? 

– You might already have 

coverage 

– Which policy is triggered? 
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“At the very least, currently 

existing insurance policies 

should be reviewed with 

counsel, the insurance broker 

and underwriting to 

determine what if any gaps 

in coverage are created by 

the addition or expansion of 

telemedicine services.”  
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Have we verified what 

our carrier will cover?   

Are any providers going 

outside of their scope? 

Are we comfortable 

with out-of-state 

claims? 

Do we need cyber 

coverage? 

Risk 

strategies 



Do we need a special 

consent form? 



Unique 

issues 

Security 

Equipment 

failures 

Limits on 

assessments 
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Case Example 

• E-visit with shortness of 

breath and chest 

discomfort 

• Technology difficulties 

during the visit 

• Patient does not seek 

other care – spends 

hours trying to re-

connect (thinks provider 

is too) 



Consent form 

 Description of telemedicine care 

 Types of transmissions permitted (e.g. prescription refills, 
scheduling, education) 

 Privacy and security risks and safeguards 

 Technical failure risk and plans 

 Risks, benefits, alternatives 

 Patient agrees that physician determines if this care is 
appropriate for telemedicine 

 Where to go for ongoing care 
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Do we have a consent 

plan? 

Can our vendor help? 

Are we managing 

expectations about 

care? 

Risk 

strategies 



Closing thoughts 



Critical success factors 

Don’t force it 
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Critical success factors 

• Leadership engagement 

• Program champions 

• Internal marketing 

• External marketing 

• Implementation team 

• Learn from mistakes 
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Monitor success 

Utilization 
User 

satisfaction 

Clinical 

outcomes 
Profitability 
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Telemedicine   

- Good for patients 

- Good for care teams 

- Good for business 



Karie Minaga-Miya 
 

RN, MS, JD, CPHRM 

 

Sr. Risk Management 

 and Patient Safety 

 

Kminaga-miya@Umia.com 



Best Resources 

• American Telemedicine Association (ATA), 
www.americantelemed.org  

• Federation of State Medical Boards (FSMB), www.fsmb.org  

• Center for Connected Health Policy, www.cchpca.org  

• Telehealth Resource Center, 
www.telehealthresourcecenter.org  

• ASHRM Telemedicine White Paper, 
www.ashrm.org/pubs/files/TELEMEDICINE-WHITE-
PAPER.pdf  

• Interstate Compacts:  www.licenseportability.org, 
www.ncsbn.org/nurse-licensure-compact.htm  

• Facility Guidelines:  www.fgiguidelines.org  
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