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Due to the poor documentation of the target 
board, it became easier to try to integrate the 
hardware aspects on other microcontrollers 
first. Then, use the same logic to drive the 
hardware to the target board using a JTAG 
device. The other microcontrollers used for 
testing include the Arduino Mega and the 
STM32F3Discovery boards.

Over the course of the summer most of the 
desired goals were reached. A program to 
drive and control two buttons and a seven 
segmented display was written. The program 
was then successfully transferred to the 
target board using a JTAG device. The pin 
checking functionality is currently struggling 
with having two buttons pressed at the same 
time. This action is being used as an enter 
pin button. 

Short term challenges and future work for 
this project include: 
§ Figuring out how to read a simultaneous 

button push on the Arduino Mega board
§ Transferring that logic and building the 

same program on the STM32F3Discovery 
Board.

§ Debugging how the seven segmented 
display is interacting with the STM32F3 
architecture.

Hardware wallets that are based on the 
STM32F3 architecture are known to be 
susceptible to electromagnetic fault 
injection (EMFI) attacks. Since 
cryptographic recovery phrases are 
dumped directly from flash, understanding 
known vulnerabilities is becoming 
increasingly important. This project uses a 
STM32F303 target board and a 
ChipWhisperer Lite to explore these 
exploits. The ChipWhisperer is a device that 
performs high-speed power measurements 
to explore side channel analysis.

In order to explore vulnerabilities using EMFI 
attacks certain hardware aspects must be 
integrated into the target board. The main 
problem to be solved was how to drive a 
seven segmented display and two buttons 
using the target board. Once that step was 
completed, the question became how to add 
a pin checking functionality using the buttons 
and segmented display.Melanie Griffith 
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