
Secret Agent: Behavioral-Biometric Continuous Authentication
Is your typing really your own? Or can it be an algorithm’s
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The work in Secret Agent is based on a 
previous CEDAR project, Spy Hunter. Spy 
Hunter authenticates users based on typing 
patterns. This type of continuous 
authentication is useful for the purpose of 
being able to protect an unlocked system.

● Continuous authentication is a form of 
ongoing zero-trust identity confirmation

● Learns typing patterns to impersonate 
users, subverting the continuous 
authentication

● Considers two stages to find the minimal 
level needed to subvert continuous 
authentication 

● Uses a web-based client to collect data

● SecretAgent takes averages of the typing 
dynamics of the input

● It then feeds those against the continuous 
authentication

● It tunes the averages until it succeeds  in 
fooling the continuous authentication

● SecretAgent takes in user typing rhythm 
● It then parrots the exact timings back to 

the continuous authentication method
● This is the simplest stage, to check if basic 

exact typing matches will pass the 
authentication

● A hardware rubber ducky implementation
● Introducing “noise” to not produce perfect 

patterns
● Introducing a ML implementation that 

learns based on stolen typing dynamics
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