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Hardware wallets, also know as cold wallets, 
that are based on the STM32F2 FPGA have 
previously been attacked via electromagnetic 
fault injection. With cryptographic recovery 
phrases being dumped directly from flash 
memory, it begs the questions of how to 
properly secure recovery phrases. With the 
rise in cryptocurrencies and NFTs, securing 
them is critical to a fiscally safe future.

To understand how to better secure recovery 
phrases, this project takes an adversarial 
approach. By understanding currently known 
exploits and developing novel attacks the 
design space can then be expanded or 
restricted as needed. A variety of devices will 
be attacked to give a broad sense of design 
decisions and vulnerabilities.

The core requirement of each attack will be 
accessing the physical device. Without out 
direct access, these devices offer 
unparalleled security for private keys. 
Utilizing glitch, electromagnetic fault 
injection, and other physical attack strategies 
will be paramount to exposing weaknesses in 
current cold wallets.

A Trezor One wallet can be glitch attacked 
using a ChipSHOUTER EMFI tool to deliver 
an electromagnetic pulse to a specific region 
of the device. Triggering and target power 
control is done via a PhyWhisperer-USB 
device.

Some challenges include:
• Attacks are replicated using a theoretical 

framework. Applying such attacks are 
difficult in practice

• If we can attack this, what does security 
mean?

Future work:
• Complete an identical attack
• Explore similar attacks on different devices
• Can this type of attack be anticipated from 

a software design perspective?
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