
The Health Insurance 
Portability & 
Accountability Act 
(HIPAA)



What is HIPAA? 
 HIPAA is a set of federal laws and regulations (or 

Rules) that apply to health records and other 
personally identifiable health information. 

 While HIPAA applies to many businesses, 
important for the University of Wyoming is the 
Privacy Rule: 
 “The HIPAA Privacy Rule requires covered entities to 

protect individuals’ health records and other identifiable 
health information by requiring appropriate safeguards to 
protect privacy, and setting limits and conditions on the 
uses and disclosures that may be made of such 
information without patient authorization.” 

 “The rule also gives patients rights over their health 
information, including rights to examine and obtain a 
copy of their health records, and to request corrections.” 

https://www2.ed.gov/policy/gen/guid/fpco/doc/ferpa-hipaa-guidance.pdf

2



The Law

 HIPAA  is overseen by the Department of Health & 
Human Services (HHS) 

 The Regulations include provisions on:
 Privacy of health information (Privacy Rule)

 Security of health information (Security Rule)

 Notification of breaches of confidentiality (Breach 
Notification Rule)

 Penalties
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What does HIPAA Protect? 
 Under the Privacy Rule, HIPAA Protects Protected Health 

Information (PHI)
 PHI Includes:

 Individually identifiable health information that is:
 Transmitted by electronic media;

 Maintained in electronic media; or

 Transmitted or maintained in any other form or medium.

 Some common examples include: medical charts, photographs, 
communications between health care professionals, billing records, 
health plan claims records and insurance policy numbers.  

 Includes common identifiers such as an individual’s name, address, 
birth date and Social Security Number are included.

 PHI Does Not Include: 
 Education records covered by the Family Educational Rights and 

Privacy Act (FERPA)
 Information regarding a person who has been deceased for more than 

50 years. 
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To Whom Does HIPAA 
Apply?

 HIPAA mainly applies to covered entities and 
business associates.

 Covered entities are: 
 Health care providers that electronically transmit 

health information within the requirements of 
HIPAA

 Health plans (with some exceptions)

 Health care clearinghouses

 Business associates are: 
 People or organizations that provide services to or 

perform services on behalf of a covered entity
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What Does HIPAA Mean 
For You?

 If you are part of a covered entity you are prohibited from 
disclosing PHI to any third parties, unless the individual 
who is the subject of the information (or that person’s 
personal representative) authorizes it in writing or the 
rule otherwise permits the disclosure.   You must be 
familiar with and abide by your covered entity’s specific 
HIPAA policies and procedures.  

  Covered entities must: 
 Have policies and procedures in place in compliance with 

both the privacy and security rules

 Have a public Privacy Notice and designated Privacy Officer

 Train their workforce regularly on the HIPAA Policies and 
Procedures

 Have safeguards in place to protect the confidentiality of PHI
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Is the University of Wyoming  a 
Covered Entity under HIPAA?

 We are a Hybrid Entity (see 
https://www.uwyo.edu/regs-
policies/_files/docs/policies/hipaa_hybrid_entity_designa
tion_8-2-22.pdf ) 
 A Hybrid Entity is an entity that conducts both covered and 

noncovered activities.  This means that the University has 
designated which components of the University fall under 
HIPAA.  All others do not.

 These are the regular HIPAA components at UW (not 
including business associates)
 The UW Family Medicine Residency Programs (Cheyenne and 

Casper locations) and the Albany County Community Health 
Clinic

 The UW Speech and Hearing Clinic
 Wyoming Institute for Disabilities
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UW Covered Entities and 
HIPAA Policies 

• UW has general HIPAA policies that each hybrid component must 
follow (See https://www.uwyo.edu/hs/uw-hippa-
policies/index.html) 

• However, each hybrid component will also have their site-specific 
policies to supplement and complement the general policies.  This 
is important because no site has exactly the same physical 
components or technology.  

• Site Specific policies need to be tailored to the site to maximize 
privacy and security and must be reviewed and approved by the 
UW Privacy and Security Officers.

•  
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Are any uses of PHI permitted 
without the individual’s consent?

 There are a number of exceptions that allow a 
covered entity to disclose PHI without having 
express consent from the individual.  These are 
listed in the Regulation, but some common 
categories include:
 Treatment, Payment or Health Care Operations

 Example: A health care provider may disclose protected 
health information about an individual as part of a claim 
for payment to a health plan. 

 Disclosure is Required by Law or for Law Enforcement 
Purposes
 Example:  The health care provider receives a court order 

requiring disclosure.   
 Example: The health care provider is asked by law 

enforcement for information about a victim or suspected 
victim of a crime
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What does the Security Rule 
require of covered entities?

 The Security Rule requires regular risk 
assessments of its safeguards and provides 
regulatory requirements for covered entities to 
meet certain security standards in the areas of:
 Administrative safeguards

 Example: assigning security responsibility to an 
individual and requiring training

 Physical safeguards
 Example: Restricting to electronic PHI and retaining 

off site computer backups

 Technical safeguards
 Example:  Encrypting electronic PHI as it is being 

stored and/or transmitted
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What types of things can 
you do to safeguard PHI?

 Do not access PHI that you do not need

 Turn computer monitors away from public viewing and do 
not leave them unlocked when unattended

 Do not leave PHI in unsecured areas, such as shared 
printers

 Use a low voice when speaking about PHI and avoid 
discussing PHI around those who do not need to know

 Use strong passwords

 Do not open attachments to emails unless from a trusted 
source

 Shred hard copies when no longer needed

 Report any possible or suspected breaches of HIPAA to 
your supervisor or Privacy Officer immediately
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Identifying a Potential 
Breach of HIPAA

 Breach: “acquisition, access, use, or disclosure of 
PHI in a manner not permitted under the HIPAA 
Privacy Rule which compromises the security or 
privacy of the PHI.” (UW HIPAA Policies-Definitions)
 Potential Breach Example 1: An exam room computer 

was left logged in and open and an unauthorized user 
viewed electronic health records of patients

 Potential Breach Example 2: A doctor clicked on a 
suspicious link in an email and her account was 
compromised and an outside entity could have access 
to PHI. 
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What are the Potential 
Penalties for violating 
HIPAA?

 Disciplinary Action

 Civil penalties 

 Criminal penalties 

 Lawsuits
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Any Recent Updates to 
HIPAA?

 PRIVACY RULE:

In April 2023, OCR proposed an update to the HIPAA 
Privacy Rule to strengthen reproductive healthcare privacy, 
and a final rule was published in the Federal Register in 
April 2024. These changes took effect on June 25, 2024, 
and enforcement commenced on December 23, 2024; 
however, in June 2025, following a legal challenge in Texas 
court, this Rule was vacated nationally, as it was 
determined to be unlawful.
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Any Recent Updates to 
HIPAA?
 SECURITY RULE:
Significant changes and updates to the Security Rule were proposed 
in A Notice of Proposed Rule Marking in the Federal Register at the 
end of 2024 
(https://www.federalregister.gov/documents/2025/01/06/2024-
30983/hipaa-security-rule-to-strengthen-the-cybersecurity-of-
electronic-protected-health-information)  .  The comment period 
expired in March 2025.  It is unknown when or if the rule will be 
finalized as published or with modifications.  Given this will be a 
significant update with many additional requirements, UW covered 
entities should familiarize themselves with the components of the 
proposed Rule and ensure they remain up to date on any changes.  
The HHS Newsroom is a good place to monitor for bulletins:  
https://www.hhs.gov/hipaa/newsroom/index.html  Privacy officers 
may also consider signing up for HHS’ Email Updates via the HHS 
list serves:  https://www.hhs.gov/hipaa/for-professionals/list-
serve/index.html
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Scenario 
 Ana, a 19 year old Sophomore at the University of Wyoming, 

has a hearing impairment and is being seen at the UW 
Speech and Audiology Clinic.  She filled out many forms, 
including answering questions about her medical history. 
After three visits with the University clinic, Ana decided to 
withdraw from the University and take a semester off staying 
with her parents. While there, Ana went to her local primary 
care doctor and local audiologist to continue treatment. 

 Ana’s new doctor and audiologist calls the University Speech 
and Audiology clinic asking you to send over Ana’s files. 
What do you tell the new doctor/s?

 What if these were records of Ana held by Student Health 
Services?
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Where to Find Help? 

 Additional Resources:
 HIPAA Administrative Simplification Regulations 

(https:www.ecfr.gov)   The Regulations are in 3 parts:  45 CFR 
160, 162 and 164.  Part 164 includes the includes the HIPAA 
Security Rule (Subpart C) , the HIPAA Breach Notification Rule 
(Subpart D), and the Privacy Rule (Subpart E).

 UW general HIPAA policies:  http://www.uwyo.edu/hs/uw-
hippa-policies/

 HHS:  https://www.hhs.gov/hipaa/index.html

 UW Privacy Officer:  Dean of Health Sciences

 UW Security Officer:  VP for Information Technology

 UW Office of General Counsel: Here to assist with specific 
questions!
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Questions?
 Contact Information

 Current UW Privacy Officer: 
 Patrick Hardigan, Dean, College of Health Sciences

 phardiga@uwyo.edu 

 Current UW Security Officer:
 Amy Mclaughlin, Vice President and Chief 

Information Officer, Information Technology

 amy.mclaughlin@uwyo.edu 

 Office of General Counsel
 Paula Whaley, Deputy General Counsel

 307-766-6235 or pwhaley@uwyo.edu 
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